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ABSTRACT 

The purpose of this report is to enable effective cybersecurity analysis in the system-level design 
phase by identifying and demonstrating cybersecurity analysis methodologies applicable to system-
level design.  The primary analysis framework considered in this report is the Tiered Cybersecurity 
Analysis (TCA).  The TCA is a cybersecurity assessment methodology developed in the regulatory 
guide for the draft 10 CFR 73.110 and aligns domestic standards, international standards, and 
technical guidance.  The resulting System-Level Design Analysis (SLDA) for cybersecurity is focused 
on the design of control architectures that are informed by cybersecurity analyses. One tool that 
enables cybersecurity analysis is modeling and simulation.  Sandia National Laboratories developed a 
modeling and simulation environment called the Advanced Reactor Cyber Analysis and 
Development Environment (ARCADE) to enable rigorous cyber-physical analysis of cyber-attacks 
on nuclear power plant systems.  ARCADE is a suite of publicly available tools that can be used to 
develop emulations of industrial control system devices and networks and integrate those emulations 
with physics simulators. ARCADE was used to demonstrate SLDA with a model of the Small 
Modular Advanced High Temperature Reactor (SmAHTR).  ARCADE was used to analyze the 
cyber-physical consequences of cyber-attacks on a set of candidate control architecture designs and a 
design was selected based on postulated design criteria. 
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EXECUTIVE SUMMARY 

The purpose of this report is to enable effective cybersecurity analysis in the system-level design 
phase by identifying and demonstrating cybersecurity analysis methodologies applicable to system-
level design.  The primary analysis framework considered in this report is the Tiered Cybersecurity 
Analysis (TCA).  The TCA is a cybersecurity assessment methodology developed in the regulatory 
guide for the draft Title 10 of Code of Federal Regulations (10 CFR) 73.110.  The TCA aligns 
domestic standards, international standards, and technical guidance to select Security-by-Design 
(SeBD) requirements to develop defensive network architectures and apply effective cybersecurity 
controls.   

The system-level design phase is characterized by refining the requirements and design parameters 
of key systems, structures, and components (SSCs) and defining plant systems not defined in earlier 
phases of plant design. Key outputs of the system-level design phase include piping and 
instrumentation diagrams and a refined instrumentation and control (I&C) architecture.  The 
resulting System-Level Design Analysis (SLDA) for cybersecurity is focused on the design of control 
architectures that are informed by cybersecurity analyses. 

One tool that enables SLDA is modeling and simulation. The nuclear industry makes extensive use 
of modeling and simulation throughout the decision process but lacks a method to incorporate 
cybersecurity analysis with existing models. To meet this need, the Advanced Reactor Cyber Analysis 
and Development Environment (ARCADE) was developed.  ARCADE is a suite of publicly 
available tools that can be used to develop emulations of industrial control system (ICS) devices and 
networks and integrate those emulations with physics simulators. This integration of cyber 
emulations and physics models enables rigorous cyber-physical analysis of cyber-attacks on nuclear 
power plant systems. 

SLDA was demonstrated in this report using a model of the Small Modular Advanced High-
Temperature Reactor (SmAHTR) in ARCADE.  SmAHTR is a fluoride-salt-cooled reactor that uses 
tri-structural isotropic (TRISO)-coated particle fuel and graphite as a moderator.  Four SmAHTR 
reactors operate together to transfer energy to a salt vault through three integral primary heat 
exchangers (PHXs) per reactor.  The energy stored in the salt vault is used to make steam to 
generate mechanical power in the turbines.   

Four candidate designs were considered for the control architecture of the pumps associated with 
the PHXs for a SmAHTR unit.  The candidate designs included a minimum of one and a maximum 
of six programmable logic controllers (PLCs) to control the pumps.  The candidate designs are: 

1. One PLC: One PLC controls all six pumps associated with the PHXs 

2. Primary and Secondary Side Control: One PLC controls all three pumps on the primary side 
of the PHXs and one PLC controls all three pumps on the secondary side of the PHXs 

3. Individual PHX Control: For each PHX, one PLC controls both the pump on the primary 
side of the PHX and on the secondary side of the PHX 

4. Individual Pump Control: Each pump is controlled by an individual PLC 

For each design, ARCADE was used to simulate cyber-attacks to stop the pumps controlled by the 
corresponding PLC.  The cyber-physical consequences of these simulations are summarized in 
Figure 1.  The cyber consequence was the number of PLCs compromised, and the physical 
consequence was the peak average fuel temperature caused by the attack. 
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Figure 1. Cyber-Physical Consequence Analysis of Cyber-Attacks on Design Candidates 

To use the data in Figure 1, the designer must specify two performance criteria.  The first 
specification is a constraint on the peak average fuel temperature.  This constraint is specified by 
safety analyses.  The second specification is the maximum credible number of PLCs compromised 
by the adversary.  This constraint is informed by the DCSA that denies adversary access to systems 
and their corresponding functions.  For the sake of demonstration, we assume that the maximum 
peak average fuel temperature is 775 °C and the maximum credible number of PLCs compromised 
is two.  Based on these criteria, Design 1 and Design 2 are unacceptable.  Following the CIE 
principle of Design Simplification, Design 3 is preferred over Design 4 because it requires fewer 
PLCs. 

If different design constraints were imposed and all four design candidates exceeded the safety 
specifications for credible cyber-attack scenarios, the AR designer would have two options.  The 
first option is a SeBD approach to improve the fuel design to raise the maximum allowable peak 
average fuel temperature.  The second option is an active defense approach to implement active 
cybersecurity plan features to prevent the adversary from conducting the attacks. 
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ACRONYMS AND TERMS 

Acronym/Term Definition 

AR Advanced Reactor 

ARCADE Advanced Reactor Cyber Analysis and Development Environment 

CDA Critical Digital Asset 

CFR Code of Federal Regulations 

CSP Cybersecurity Plan 

DCS Distributed Control System 

DCSA Defensive Cybersecurity Architecture 

DiD Defense in Depth 

DOE-NE Department of Energy Office of Nuclear Energy 

DRACS Direct Reactor Auxiliary Cooling System 

FPGA Field-Programmable Gate Array 
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IAEA International Atomic Energy Agency 

I&C Instrumentation and Control 

ICS Industrial Control System 

I/O Input/Output 

LWR Light Water Reactor 

NPP Nuclear Power Plant 

NRC Nuclear Regulatory Commission 

NSS Nuclear Security Series 

PHX Primary Heat Exchanger 

PI Proportional-Integral 

PLC Programmable Logic Controller 

PRA Probabilistic Risk Analysis 

R&D Research and Development 

SeBD Security-by-Design 

SHX Secondary Heat Exchanger 

SLDA System-Level Design Analysis 

SmAHTR Small Modular Advanced High-Temperature Reactor 

SMR Small Modular Reactor 

SSCs Systems, Structures, and Components 

STPA Systems-Theoretic Process Analysis 

TCA Tiered Cybersecurity Analysis 

TRISO Tri-structural Isotropic 
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Acronym/Term Definition 

VM Virtual Machine 

WNA World Nuclear Association 



 

11 

1. INTRODUCTION 

Advanced Reactor (AR) designers need analytical methods and tools to evaluate cybersecurity risks 
and develop mitigation strategies for their digital control systems.  The purpose of this report is to 
enable effective cybersecurity analysis in the system-level design phase by identifying and 
demonstrating cybersecurity analysis methodologies applicable to system-level design.  The system-
level design phase is characterized by refining the requirements and design parameters of key 
systems, structures, and components (SSCs) and defining plant systems not defined in earlier phases 
of plant design. Key outputs of the system-level design phase include piping and instrumentation 
diagrams and a refined instrumentation and control (I&C) architecture and systems.  The resulting 
System-Level Design Analysis (SLDA) for cybersecurity is focused on the design of control 
architectures that are informed by cybersecurity analyses. 

In this report, the Tiered Cybersecurity Analysis (TCA) was examined for its applicability for SLDA.  
The TCA was developed in the regulatory guide for the draft Title 10 of Code of Federal 
Regulations (10 CFR) 73.110 [1, 2].  The TCA aligns domestic standards, international standards, 
and technical guidance to select Security-by-Design (SeBD) requirements to develop defensive 
network architectures and apply effective cybersecurity controls.  For example, the TCA is one 
framework that can be used to implement Cyber-Informed Engineering (CIE) principles. 

One tool that enables SLDA is modeling and simulation. The nuclear industry makes extensive use 
of modeling and simulation throughout the decision process but lacks a method to incorporate 
cybersecurity analysis with existing models. To meet this need, the Advanced Reactor Cyber Analysis 
and Development Environment (ARCADE) was developed [3, 4, 5].  ARCADE is a suite of 
publicly available tools that can be used to develop emulations of industrial control system (ICS) 
devices and networks and integrate those emulations with physics simulators. This integration of 
cyber emulations and physics models enables rigorous cyber-physical analysis of cyber-attacks on 
nuclear power plant (NPP) systems. 

This report documents the alignment of the TCA with the AR design process to enable effective 
cybersecurity analysis.  Key connections between SLDA and CIE principles are highlighted.  Finally, 
SLDA is demonstrated using a case study of a Small Modular Advanced High-Temperature Reactor 
(SmAHTR).  ARCADE was used to analyze the cyber-physical consequences of cyber-attacks on the 
design candidates, and a design was selected based on postulated design criteria. 
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2. THE TIERED CYBERSECURITY ANALYSIS AND THE ADVANCED 
REACTOR DESIGN PROCESS 

This section provides an overview of the performance-based draft cybersecurity analysis method for 
ARs and its alignment with the AR design process.  Integration of cybersecurity analysis with the 
design process is critical to minimize cybersecurity costs and maximize cybersecurity posture.  This 
is particularly true for ARs due to the prevalence of passive safety features that may mitigate or 
eliminate the effects of a cyber-attack.  By integrating cybersecurity analysis with the design process, 
AR designers can “design-out” many cybersecurity concerns with Security-by-Design (SeBD) 
features. 

2.1. The Tiered Cybersecurity Analysis (TCA) 

Under the United States Nuclear Regulatory Commission (US NRC) Regulatory Guide 5.71 [6], 
licensees of light water reactors (LWRs) have been required to broadly apply a large set of technical 
and operational cybersecurity controls to all identified critical digital assets (CDAs). For advanced 
reactors (ARs), this prescriptive approach places a large time and resource burden on the licensee 
and does not allow the licensee the flexibility to prioritize the systems with the greatest potential for 
physical harm. The regulation that sets cybersecurity policy for ARs, Title 10 of Code of Federal 
Regulations (10 CFR) 73.110 specifies, “Technology neutral requirements for protection of digital 
computer and communication systems and networks,” and is currently in draft review stages [1]. The 
draft rule proposes a graded approach to cyber security controls based on potential consequences of 
credible postulated attacks at each risk level [7]. 

The US NRC presented its regulatory efforts to address the requirements outlined in 10 CFR 73.110 
at the International Atomic Energy Agency (IAEA) Technical Meeting on Instrumentation and 
Control and Computer Security for Small Modular Reactors and Microreactors [2]. The presentation 
included a three-tier cybersecurity analysis approach proposed in the draft regulatory guide. The 
methodology is pre-decisional, but the concepts are referred to in this report as the Tiered 
Cybersecurity Analysis (TCA).  The TCA is a cybersecurity assessment methodology that aligns 
domestic standards, international standards, and technical guidance to select SeBD requirements to 
develop defensive network architectures and apply effective cybersecurity controls [7]. 

The TCA consists of three tiers and is shown in Figure 2.  Tier 1 is Design and Impact Analysis and 
focuses on evaluating the capability of SeBD features to eliminate or mitigate accident sequences 
caused by a cyber-adversary who is limited only by the physics of the plant design.  Tier 2 is Access 
Prevention Analysis and focuses on developing passive Defensive Cyber Security Architecture 
(DCSA) features and passive cybersecurity plan (CSP) controls to deny the adversary access to the 
functions needed to conduct attacks that were not eliminated by SeBD features.  Finally, Tier 3 is 
Denial of Task Analysis and focuses on preventing the adversary from conducting the specific tasks 
needed to conduct attacks that are not eliminated by SeBD or prevented by denial of access.  The 
outcome of Tier 3 analysis is the selection of active CSP controls.  Further descriptions of each tier 
are provided below. 
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Figure 2: Tiered Cybersecurity Analysis (TCA) [8] 

2.1.1. Tier 1 Analysis 

The goal of Design and Impact Analysis is to evaluate the plant’s safety design features and 
determine if they can be credited as SeBD features.  Crediting the design features means that they 
would prevent an attack from leading to an unacceptable consequence, and therefore a more 
detailed analysis of the scenario is not required.  To make this claim, the impact of an attack would 
need to be eliminated.  Protective measures that would delay an attack are valuable to the security of 
the plant, but still require Tier 2 analysis of the function because the impact is not eliminated.  
Abstraction at the three tiers is best thought of as adversary capabilities.  At Tier 1, the scenarios are 
developed considering an adversary that is limited only by the physical limitations of the plant 
design.  This adversary is assumed to have access to any digital system, component, or network in 
the plant, and is assumed to be capable of implementing any control action within the capability of 
the system.  Supporting methodologies include Systems-Theoretic Process Analysis (STPA), analysis 
of the plant safety basis, and controlled process analysis [9]. 

2.1.2. Tier 2 Analysis 

The goal of Access Prevention Analysis is to evaluate adversary access vectors and implement 
passive measures to deny system and network access.  At this tier of analysis, it is assumed that the 
adversary can achieve their objective if they gain access to the appropriate systems.  Once again, 
safety analyses are taken as inputs and used to identify unsafe event sequences.  One method to 
represent attack sequences and bound the scope of scenarios is to use traditional probabilistic risk 
assessment (PRA) event trees.  Each plant function that must operate to mitigate an accident should 
be considered.  This analysis should examine each system in the sequence of plant functions 
required for accident mitigation and identify available pathways for an adversary.  The results of Tier 
2 analysis are passive or deterministic DCSA or CSP elements. 

The IAEA defines the features of DCSA in the Nuclear Security Series (NSS) publication 17-T [10].  
Several key definitions are quoted below from NSS 17-T. 
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• Function: “a coordinated set of actions and processes that need to be performed at a nuclear 
facility” 

• Security Level: “a designation that indicates the degree of security protection required for a 
facility function and consequently for the system that performs that function” 

• Security Zone: “a logical and/or physical grouping of digital assets that are assigned to the 
same computer security level and that share common computer security requirements owing 
to inherent properties of the systems or their connections to other systems” 

A zone is a region bounded by logical and physical protections which contains at least one system. 
Communication between assets within a zone is trusted, while communication between different 
zones is restricted and controlled [10].  DCSA levels provide a framework for implementing a 
graded approach where security measures correspond to the criticality of each level. Each plant 
function is assigned a level based on its criticality.  The stringency of measures put in place for a 
given level is directly related to the significance of the function protected by the level.  Levels allow 
flexibility in security requirements across the facility which allows designers to prioritize the areas of 
greatest risk.  Each level includes one or more zones.  Zones enable defense in depth (DiD) if 
systems performing redundant functions are placed in separate zones.  By placing systems 
performing redundant functions in separate zone, the adversary is forced to compromise multiple 
zones in order to prevent the function from being performed. Figure 3 provides an example of how 
DCSA zones and levels would be implemented. 

 
Figure 3. Conceptual DCSA Model [10] 

2.1.3. Tier 3 Analysis 

The goal of Denial of Task Analysis is to provide risk-informed control measures to unmitigated 
systems identified in Tier 2.  In Tier 3, it is assumed that the adversary has obtained the access 
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required to achieve their objective and control measures must be implemented to prevent the 
adversary from completing their objective.  Generally, a body of controls may consist of baseline 
controls and risk-informed controls.  Baseline controls apply broadly and provide information 
security assurance while risk-informed controls treat a specific identified risk.  There are several 
methods that can be leveraged to identify applicable risk-informed controls (e.g., combining control 
action modeling using STPA and adversary sequence modeling using attack tree modeling). 

2.2. Phases of Advanced Reactor Design Maturity 

The World Nuclear Association (WNA) has defined a series of four design maturity phases to 
describe the development of small modular reactors (SMRs) [11].  The design maturity phases are 
shown in Figure 4.  The first phase of design maturity is the conceptual phase where the reactor 
concept is developed. In Phase 1 critical questions are asked and major risks are identified. The 
second phase of design maturity is plant-level design. In Phase 2 the requirements and design 
parameters of key systems, structures, and components (SSCs) are defined. Key outputs of Phase 2 
include process flow diagrams and a preliminary instrumentation and control (I&C) architecture.  
The third phase of design maturity is system-level design. In Phase 3 the requirements and design 
parameters of key SSCs are further refined and other plant systems are defined. Key outputs of 
Phase 3 include piping and instrumentation diagrams, I&C systems design, and a refined I&C 
architecture.  Finally, the fourth phase of design maturity is component-level design. In Phase 4 the 
engineering details are finalized for SSCs to allow for manufacturing to begin [11].   

Phase 1

Conceptual 
Design

Phase 2 Phase 3 Phase 4

Plant-Level 
Design

System-Level 
Design

Component-
Level Design

ARCADE 
Activity

Reactor 
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Process flow 
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architecture
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diagrams
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Structure 

dimensions

Final piping & 
instrument diagrams

System contract 
specification

Manufacturing 
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specification

Instrumentation 
equipment diagrams 

Layouts & sections

Structure contract 
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Rebar layout

• Preliminary I&C 
Evaluation
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low level attack 
vectors

• Evaluation of 
DCSA efficacy

• Identify 
sequences not 
mitigated by 
SeBD

• Testing 
integration of 
ICS devices

• Evaluate denial 
of task features

 
Figure 4: Plant Design Phases of Maturity [11] 

2.3. Alignment of the TCA and WNA Design Phases 

The TCA can be aligned with the WNA phases of design maturity to enhance the efficiency of 
cybersecurity analysis throughout the design process.  The alignment of the TCA and WNA design 
phases is summarized in Table I.   

Table I. WNA Design Phases and TCA Tiers [7] 

WNA Design Phase TCA Tier 

Conceptual Design & Plant-Level Design Tier 1 (Design Analysis) 

System-Level Design Tier 2 (Access Prevention) 

Component-Level Design Tier 3 (Denial of Task) 

 

The concept and plant-level design phases align with Tier 1 of the TCA.  Upon completion of these 
design phases, the impact of SeBD features can be analyzed.  The system-level design phase aligns 
with Tier 2 of the TCA.  This alignment occurs because the system-level design phase results in the 
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design of I&C functional requirements and architectures and a DCSA is the primary output of Tier 
2 analysis.  The component-level design phase aligns with Tier 3 of the TCA.  This alignment occurs 
because the component-level design phase provides the level of detail required to create the attack 
scenarios required for Tier 3 analysis.  Improper alignment of the TCA with the WNA design phases 
may result in less efficient cybersecurity analysis and increased cybersecurity costs [7]. 
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3. SYSTEM-LEVEL DESIGN ANALYSIS AND CYBER-INFORMED 
ENGINEERING 

Cyber-Informed Engineering (CIE) is an engineering approach that integrates cybersecurity 
considerations into the lifecycle of a cyber-physical system [12].  The U.S. Department of Energy 
and the Securing Energy Infrastructure Executive Task Force developed a strategy for enabling the 
energy sector to utilize CIE for critical infrastructure that leverage digital monitoring or control [13] 
and this approach was recommended in the 2023 National Cybersecurity Strategy [14].  The most 
current iteration of CIE consists of 12 design principles that enhance the integration of cybersecurity 
analysis with the lifecycle of a cyber-physical system.  The TCA is one method for applying the CIE 
principles for the cybersecurity of ARs as part of a performance-based approach.  The remainder of 
this section discusses the relationship between SLDA and several of the most pertinent CIE 
principles.   

• Consequence-Focused Design: This principle is most focused on how the manipulation 
of functions may cause unacceptable consequences.  The consequence-focused design 
principle is most strongly connected to Tier 1 of the TCA, but is also related to SLDA 
because SLDA is informed by the attack consequences that were not eliminated or mitigated 
by SeBD features.  Adequate mitigation must be defined in terms of a consequence of 
importance (e.g., expected dose at site boundary).  As part of the TCA, DCSAs are designed 
to deny adversary access to the functions needed to cause an unmitigated accident sequence. 

• Secure Information Architecture: This principle is focused on architecture design to limit 
the adversary’s access to critical data and functions.  A DCSA is one example of a secure 
information architecture.  A DCSA separates systems into zones based on the functions that 
those systems perform. 

• Design Simplification: This principle is focused on reducing complexity by eliminating 
unnecessary functions or components.  Design simplification can reduce the attack surface 
available to the adversary and reduce the opportunity for adversarial manipulation of digital 
functions.  This principle is pertinent to SLDA because it guides designers to eliminate 
unnecessary systems and devices within the preliminary I&C architecture. 

• Layered Defenses: This principle is focused on implementing DiD to reduce the likelihood 
that a single failure impacts the performance of critical functions.  This principle is pertinent 
to the design of a DCSA because DCSA zones provide DiD.  If systems that perform 
redundant functions are placed in separate zones, the adversary must compromise multiple 
zones to prevent the performance of the function. 

• Digital Asset Awareness: This principle is focused on understanding where digital assets 
are used and the functional capabilities of those assets.  Implementing this principle is a 
requirement for the design of a DCSA.  Systems are placed into zones based on the 
functions that they perform. 

• Planned Resilience: This principle is focused on planning how to continue operations even 
if a cyber-attack degrades performance of a function.  Planned resilience is pertinent to 
SLDA because many AR designs are purported to have passive safety features and/or 
redundant systems to mitigate or eliminate the effects of a cyber-attack and enable continued 
operation. 
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4. MODELING AND SIMULATION FOR SYSTEM-LEVEL DESIGN 
ANALYSIS 

Cybersecurity is a persistent concern to the safety and security of NPPs but has lacked data-driven, 
evidence-based research. Rigorous cybersecurity analysis is critical for the licensing of ARs using a 
performance-based approach. One tool that enables cybersecurity analysis is modeling and 
simulation. The nuclear industry makes extensive use of modeling and simulation throughout the 
design process but lacks a method to incorporate cybersecurity analysis with existing models. To 
meet this need, the Advanced Reactor Cyber Analysis and Development Environment (ARCADE) 
was developed [3, 4, 5].   

ARCADE is a suite of publicly available tools that can be used to develop emulations of industrial 
control system (ICS) devices and networks and integrate those emulations with physics simulators. 
This integration of cyber emulations and physics models enables rigorous cyber-physical analysis of 
cyber-attacks on NPP systems. These tools have individually been useful in narrow scoped 
investigation, but together allow a complete view of a DCSA for cyber experiments. Using 
ARCADE, it will be possible to investigate the entire cyber-attack surface of a distributed control 
system (DCS) from the physics of control, down to the firmware of individual components.  A 
functional block diagram of ARCADE is shown in Figure 5.  The remainder of this section 
describes ARCADE and is quoted from another report written in the course of this research [5]. 

ARCADE

Virtualization Environment

Data Broker

Virtual Control 
System

HiL Interface

HiL HiL HiL

I/O Data 
Collector

Cyber-Physical Analysis System

Cyber Attack 
Simulator

Physics Simulator

 
Figure 5: Advanced Reactor Cyber Analysis and Development Environment (ARCADE) Functional 

Block Diagram [4] 

The foundation of ARCADE is the virtualization environment that supports the system’s virtual 
machines. Minimega was selected as the virtualization environment primarily because of its 
transparency and data capturing abilities [15]. The file systems of the virtual machines and all 
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network traffic are visible, inspectable, and recordable. The full scope of the effects and indicators of 
cyber-attacks can be deeply inspected with this level of system visibility. Availability of virtualized or 
emulated hardware is the only limitation, as some manufactures have not produced emulations of 
their control systems. Other systems are not conducive to emulation, such as field-programmable 
gate array (FPGA) control systems which operate as discrete logic. The solution for machines that 
cannot currently be emulated is a hardware-in-the-loop (HiL) approach. 

Minimega allows taps to bridge virtual network interfaces to the host machine, but HiL integration 
with the physics simulator required the development of the Data Broker [16]. Most physics 
simulators do not have the capability to integrate with HiL, and those that do are often only able to 
connect to a single controller. The Sandia Data Broker is a distributed computing solution to 
connecting a physics simulator to a DCS. It was developed as a modular and universal solution for 
connecting physics simulators to virtual or physical control systems. Its companion tool is ManiPIO, 
which shares ICS communication libraries and allows the simulation of control system cyber-attacks 
[17]. ARCADE incorporates ManiPIO into its cyber-attack simulation suite that is hosted on a Kali 
Linux virtual machine (VM). 

ARCADE does not include a physics simulator. This is to enable researchers to conduct 
cybersecurity R&D on their specific systems.  While ARCADE does not include a physics simulator, 
it is important to understand how some key tools were developed around the Asherah NPP 
Simulator [18]. The Data Broker, ManiPIO, and many elements of the virtual control system were 
first developed using Asherah as the physics simulator [16, 17]. Key features of Asherah critical to 
DCSA modeling include simulated control surfaces (e.g., valves, pumps, actuators), separation of the 
process simulation and the control system, and a solver that allows external data injection. These 
features are key to enabling control systems to be separated from the rest of the simulator and 
replaced with external controllers. 
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5. SYSTEM-LEVEL DESIGN ANALYSIS CASE STUDY 

A model of a small modular advanced high-temperature reactor (SmAHTR) was used to 
demonstrate SLDA methods.  This model is the same as that used to demonstrate ARCADE’s 
capabilities in [5].  In this case study, the design of the control architecture for the primary heat 
exchangers (PHXs) of a SmAHTR unit was investigated.  Four designs were developed, and 
cybersecurity experiments were conducted using ARCADE. 

5.1. Small Modular Advanced High-Temperature Reactor (SmAHTR) 

SmAHTR is a fluoride-salt-cooled reactor that was designed be easily transported to and assembled 
at remote sites [19].  SmAHTR uses tri-structural isotropic (TRISO) particle fuel and graphite as a 
moderator.  The following SmAHTR description and model development is based upon a pre-
conceptual design report [19], and is quoted from a conference paper written during this research 
[3]. 

SmAHTR employs three in-vessel PHXs.  Each PHX is coupled with a main circulating pump that 
directs primary coolant salt from the common riser region above the reactor core down through the 
shell side of the PHX into a common downcomer region. The coolant flows down through the 
downcomer region to the lower head of the reactor vessel, up through the core, and back to the 
common riser region, thus completing the main cooling loop.  SmAHTR can operate at full power 
with only two of three cooling loops by increasing the pump flow in the two operational cooling 
trains.  SmAHTR employs three passive direct reactor auxiliary cooling system (DRACS) cooling 
loops to remove shutdown decay heat from the reactor. Only two of the three loops are required for 
safe operation.  During nominal operation, the DRACS removes 1% core heat. 

The secondary side of each PHX is an integral element of a companion intermediate cooling loop. 
Each intermediate cooling loop includes the secondary side of the PHX, a companion intermediate 
loop pump, and an intermediate heat exchanger that transfers the heat to the ultimate load (either 
the electrical power conversion system or the process heat storage system). During normal 
operations, all three main and intermediate cooling loops are active, each removing one-third of the 
heat produced by the reactor. This is accomplished by adjusting the in-vessel main circulating pump 
flow and the companion intermediate circulating pump flow. 

 
Figure 6: SmAHTR Simulink model includes the reactors, salt vault, and Brayton cycle. 
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A SmAHTR model has been developed and used in research at the University of Pittsburgh [20, 21].  
Although the University of Pittsburgh’s SmAHTR model was originally developed for other 
applications, the model has been repurposed for cybersecurity R&D.  An offline model was 
developed for the SmAHTR using Matlab and Simulink. In this model, the SmAHTR is coupled to a 
salt vault and a Brayton cycle, as shown in Figure 6.  Four SmAHTR reactors operate together to 
transfer energy to the salt vault through three integral PHXs per reactor.  The salt vault is the 
primary heat storage unit.  The energy stored in the salt vault is used to make steam to generate 
mechanical power in the turbines.  There are three turbines that receive heat from the salt vault. 

The reactor system is modeled in Simulink, and consists of the reactor core, the PHXs and DRACS 
with secondary heat exchangers (SHXs).  The reactor core is modeled as a spatially lumped-
parameter point-kinetics model.  The core thermodynamics model relates reactor power and reactor 
temperature.  A proportional-integral (PI) controller regulates reactor outlet temperature using 
reactivity control. The total reactivity of the system includes the reactivity due to the control rods 
and the temperature feedback.  Reactor power is controlled by manipulating the primary mass flow 
rate, subsequently controlled using a PI controller. The reference for the controller is the desired 
primary flow rate for nominal operation. 

All of the PHXs and corresponding pumps for one SmAHTR unit are shown in Figure 7.  As 
previously stated, each reactor has three PHXs.  Each PHX has one pump on the primary side 
(reactor side) and one pump on the secondary side (salt vault side).  The purpose of this case study is 
to determine the control architecture for the pumps associated with these PHXs.  Four candidate 
designs using various configurations of programmable logic controllers (PLCs) will be considered: 

1. One PLC: One PLC controls all six pumps associated with the PHXs 

2. Primary and Secondary Side Control: One PLC controls all three pumps on the primary side 
of the PHXs and one PLC controls all three pumps on the secondary side of the PHXs 

3. Individual PHX Control: For each PHX, one PLC controls both the pump on the primary 
side of the PHX and on the secondary side of the PHX 

4. Individual Pump Control: Each pump is controlled by a separate PLC 

 
Figure 7. PHXs and Pumps for One SmAHTR Unit 

5.2. Candidate Design 1: One PLC 

In candidate design 1, one PLC is used to control all six pumps associated with the three PHXs.  
This design is shown in Figure 8. 
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Figure 8. Candidate Design 1: One PLC 

One cyber-attack scenario was simulated for this candidate design because there is only one PLC.  In 
this scenario, the adversary compromises the PLC and stops all of the pumps.  The average fuel 
temperature over the course of the attack is plotted in Figure 9.  This scenario bounds the maximum 
average fuel temperature for all further analyses.  

 
Figure 9. ARCADE Simulation of Cyber-Attack on Candidate Design 1 

5.3. Candidate Design 2: Primary and Secondary Side Control 

In candidate design 2, one PLC is used to control the three pumps on the primary side of the PHXs, 
and another PLC is used to control the three pumps on the secondary side of the PHXs.  This 
design is shown in Figure 10. 
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Figure 10. Candidate Design 2: Primary and Secondary Side Control 

Three cyber-attack scenarios were simulated for this candidate design.  In these scenarios, the 
adversary stops the individual PLCs and both PLCs.  The average fuel temperatures over the course 
of the attacks are plotted in Figure 11.  As shown in Figure 11, the attack targeting the pumps on the 
primary side had a much greater effect on the average fuel temperature than the attack targeting the 
pumps on the secondary side.  The attack where both PLCs are compromised is identical to the 
attack conducted for the first design candidate.  The attack targeting the pumps on the primary side 
is nearly equivalent to the attack targeting all of the pumps. 

 
Figure 11. ARCADE Simulation of Cyber-Attacks on Candidate Design 2 
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5.4. Candidate Design 3: Individual PHX Control 

In candidate design 3, for each PHX, one PLC is used to control both the pump on the primary side 
of the PHX and the pump on the secondary side of the PHX.  This design is shown in Figure 12. 

 
Figure 12. Candidate Design 3: Individual PHX Control 

Three cyber-attack scenarios were simulated for this candidate design.  In these scenarios, the 
adversary stops one PLC, two PLCs, and all of the PLCs.  Note that the PHXs are identical, 
therefore only one simulation is required for the scenario where two PLCs are compromised.  The 
average fuel temperatures over the course of the attacks are plotted in Figure 13.  As shown in 
Figure 13, the attacks targeting a subset of the PHXs have a relatively small effect on the average 
fuel temperature compared to the attack targeting all of the PHXs.  The attack where all of PLCs are 
compromised is identical to the attack conducted for the first design candidate.  
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Figure 13. ARCADE Simulation of Cyber-Attacks on Candidate Design 3 

5.5. Candidate Design 4: Individual Pump Control 

In candidate design 4, each pump is controlled by a unique PLC.  This design is shown in Figure 14. 

 
Figure 14. Candidate Design 4: Individual Pump Control 

The simulation scenarios are most complex for this design because of the number of PLCs used, 
therefore the simulation results are divided over several graphs based on the number of PLCs that 
were compromised in the attack.  These simulation results are provided in Appendix A. 
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5.6. Design Analysis 

To summarize the cyber-attack simulations on the design candidates, each attack was decomposed 
into its cyber and physical consequences.  Here, the cyber consequence is most readily interpreted as 
the number of PLCs compromised by the adversary in the cyber-attack scenario, and the physical 
consequence is the peak average fuel temperature.  The cyber-physical consequences of the attacks 
are plotted in Figure 15.  Note that the number of PLCs compromised is always an integer value, but 
some points are offset from the vertical gridlines for ease of viewing. 

 
Figure 15. Cyber-Physical Consequence Analysis of Cyber-Attacks on Design Candidates 

To use the data in Figure 15, the designer must specify two performance criteria.  The first 
specification is a constraint on the physical consequence (i.e., peak average fuel temperature).  This 
constraint is specified by safety analyses.  The safe temperature limit of TRISO fuel is well above the 
peak temperatures observed in these simulations [22], but for the sake of demonstration, we will 
assume that this specification is 775 °C.  The second specification is a constraint on the cyber 
consequence (i.e., maximum credible number of PLCs compromised by the adversary).  This 
constraint is informed by the DCSA that denies adversary access to systems and their corresponding 
functions.  For the sake of demonstration, we assume that this specification is two.  Any design that 
results in a peak average fuel temperature of greater than 775 °C when two or fewer PLCs are 
compromised is not acceptable.  Design 1 and Design 2 (one PLC, and primary and secondary side 
control, respectively) are therefore eliminated, leaving Design 3 and Design 4 (individual PHX 
control and individual pump control, respectively) as viable options.  Following the CIE principle of 
Design Simplification, Design 3 is the preferred design because it requires fewer PLCs. 

Suppose that the maximum credible number of PLCs compromised by the adversary is three instead 
of two, and the maximum allowable peak average fuel temperature remains 775 °C.  In this case, all 
four design candidates exceed the safety specifications for credible cyber-attack scenarios.  The AR 
designer has two options: (1) improve the fuel design to raise the maximum allowable peak average 
fuel temperature (i.e., return to Tier 1 Analysis) or (2) implement active CSP features as part of 
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Denial of Task Analysis (i.e., Tier 3 Analysis) to prevent the adversary from conducting the tasks 
needed to conduct the cyber-attacks. 
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6. CONCLUSION 

Integration of cybersecurity analyses with the AR design process is critical to enable cost-effective 
cybersecurity designs.  To enable this integration, SLDA techniques were identified using the TCA 
as a cybersecurity framework and the WNA phases of SMR design maturity as the design 
framework.  SLDA for cybersecurity is focused on the design of control architectures that are 
informed by cybersecurity analyses.   

One tool that enables SLDA is modeling and simulation.  ARCADE was developed as a robust 
toolset to enable AR designers to conduct comprehensive cyber-physical analysis of their facilities 
throughout the plant design process.  In this report, ARCADE was implemented to analyze a set of 
candidate control system designs for the SmAHTR PHX pumps.  The SmAHTR case study 
demonstrated how cyber-physical consequence analysis can be used to inform design decisions.  In 
the case where SLDA does not identify a viable design based on the specified design criteria, the AR 
designer must achieve a secure posture through another tier of analysis.  This can be done by 
designing SeBD features as part of Tier 1 analysis or by selecting active cybersecurity controls as part 
of Tier 3 analysis. 

Although the unsafe control actions caused by the adversary in the SmAHTR case study were 
relatively simple, ARCADE can be used to analyze more complex unsafe control actions and 
combinations of unsafe control actions.  Given that the control system can either be emulated in 
ARCADE or included as HiL, ARCADE’s cyber-physical analysis capabilities are only constrained 
by the control surfaces that have been included in the physics model and the valid domain of the 
physics model.  

Future efforts will examine the application of these tools and methods to develop comprehensive 
DCSAs for ARs.  By developing a DCSA that is informed by the ARs SeBD features, AR designers 
can reduce the plant’s dependency on active cybersecurity controls without compromising the 
plant’s security posture. 
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APPENDIX A. ARCADE SIMULATIONS FOR CANDIDATE DESIGN 4 

This appendix contains the results of the ARCADE simulations for the fourth candidate design that 
were too numerous to be included in the body of the report. 

Two cyber-attack scenarios were simulated for the case where the adversary compromises one PLC.  
The average fuel temperatures over the course of the attacks are plotted in Figure 16.  Note that 
because the PHXs are identical, simulating a cyber-attack on PLC 1 is equivalent to simulating an 
attack on PLC 2 or PLC 3.  Similarly, simulating a cyber-attack on PLC 4 is equivalent to simulating 
an attack on PLC 5 or PLC 6.  The attack on the secondary-side pump resulted in a greater peak 
average fuel temperature than the attack on the primary-side pump.   

 
Figure 16. ARCADE Simulation of Cyber-Attacks Compromising One PLC in Candidate Design 4 
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Four cyber-attack scenarios were simulated for the case where the adversary compromises two 
PLCs.  The average fuel temperatures over the course of the attacks are plotted in Figure 17 and a 
summary of the plots and the corresponding scenarios is provided in Table II.  The greatest peak 
average fuel temperature occurred for the scenario where two pumps were stopped on the 
secondary side of the PHXs, and the smallest peak average fuel temperature occurred for the 
scenario where both pumps were stopped for one PHX.  Note that the smallest peak average fuel 
temperature scenario is equivalent to the scenario where one PLC was compromised for the third 
design candidate. 

 
Figure 17. ARCADE Simulation of Cyber-Attacks Compromising Two PLCs in Candidate Design 4 

Table II. Descriptions of Cyber-Attacks Compromising Two PLCs in Candidate Design 4 

Compromised PLCs Scenario Description 

PLCs 1 & 2 Two pumps stopped on the primary side of the PHXs 

PLCs 1 & 4 Both pumps stopped for one PHX 

PLCs 1 & 5 One primary-side pump stopped for one PHX and one secondary-side pump 
stopped for another PHX 

PLCs 4 & 5 Two pumps stopped on the secondary side of the PHXs 

  



 

37 

Six cyber-attack scenarios were simulated for the case where the adversary compromises three PLCs.  
The average fuel temperatures over the course of the attacks are plotted in Figure 18 and a summary 
of the plots and the corresponding scenarios is provided in Table III.  The greatest peak average fuel 
temperature occurred for the scenario where all of the primary-side pumps were stopped, and the 
smallest peak average fuel temperature occurred for the scenario where both pumps were stopped 
for one PHX, and a secondary-side pump was stopped for another PHX. 

 
Figure 18. ARCADE Simulation of Cyber-Attacks Compromising Three PLCs in  

Candidate Design 4 

Table III. Descriptions of Cyber-Attacks Compromising Three PLCs in Candidate Design 4 

Compromised PLCs Scenario Description 

PLCs 1, 4, & 5 Both pumps stopped for one PHX, and a secondary-side pump stopped for 
another PHX 

PLCs 1, 5, & 6 Primary-side pump stopped for one PHX, and secondary-side pumps 
stopped for the other PHXs 

PLCs 1, 2, & 4 Both pumps stopped for one PHX, and a primary-side pump stopped for 
another PHX 

PLCs 1, 2, & 6 Primary-side pumps stopped for two PHXs, and secondary-side stopped for 
the third PHX 

PLCs 1, 2, & 3 All pumps on the primary side stopped 

PLCs 4, 5, & 6 All pumps on the secondary side stopped  
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Four cyber-attack scenarios were simulated for the case where the adversary compromises four 
PLCs.  The average fuel temperatures over the course of the attacks are plotted in Figure 19 and a 
summary of the plots and the corresponding scenarios is provided in Table IV.  The greatest peak 
average fuel temperature occurred for the scenario where all of the primary-side pumps were 
stopped and one secondary-side pump was stopped.  The smallest peak average fuel temperature 
occurred for the scenario where both pumps were stopped for two PHXs.  This scenario 
corresponds to the scenario where two PLCs were compromised for the third candidate design. 

 
Figure 19. ARCADE Simulation of Cyber-Attacks Compromising Four PLCs in Candidate Design 4 

Table IV. Descriptions of Cyber-Attacks Compromising Four PLCs in Candidate Design 4 

Compromised PLCs Scenario Description 

PLCs 1, 4, 5, & 6 One primary-side pump stopped and all secondary-side pumps stopped 

PLCs 1, 2, 4, & 5 Both pumps stopped for two PHXs 

PLCs 1, 2, 5, & 6 Both pumps stopped for one PHX, primary-side pump stopped for one PHX, 
and secondary-side pump stopped for one PHX 

PLCs 1, 2, 3, & 4 All primary-side pumps stopped and one secondary-side pump stopped 

  



 

39 

Two cyber-attack scenarios were simulated for the case where the adversary compromises five PLCs.  
The average fuel temperatures over the course of the attacks are plotted in Figure 20 and a summary 
of the plots and the corresponding scenarios is provided in Table V.  The greatest peak average fuel 
temperature occurred for the scenario where all of the primary-side pumps were stopped and two of 
the secondary-side pumps were stopped.  This scenario is nearly equivalent to the scenario where all 
of the pumps were stopped.   

 
Figure 20. ARCADE Simulation of Cyber-Attacks Compromising Five to Six PLCs  

in Candidate Design 4 

Table V. Descriptions of Cyber-Attacks Compromising Five PLCs in Candidate Design 4 

Compromised PLCs Scenario Description 

PLCs 1, 2, 4, 5, & 6 Two primary-side pumps stopped and all secondary-side pumps stopped 

PLCs 1, 2, 3, 4, & 5 All primary-side pumps stopped and two secondary-side pumps stopped 
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