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ABSTRACT 
Next-generation reactors will be able to use risk to inform and performance 

base the licensing of many aspects of the reactor, facility, and site design, including 
attributes of physical security. There are several factors related to security, 
including site topography, reactor design, and physical protection system 
components, to consider when designing the physical protection system into the 
overall facility design and plan of operation. With the versatility of advanced 
reactors, especially micro reactors, methods are needed to simplify and quickly 
evaluate potential timelines for designing a site configuration. This report 
describes an approach to generate qualitative and quantitative insights using a risk-
informed simulation. The modeling process is described in detail, focusing on three 
aspects: (1) the facility mission time (the time required to control the plant until 
safe), (2) the attacker timeline (the time to potential sabotage), and (3) the response 
timeline (the time to counter the facility attack). The modeling capabilities also are 
extended to include facility physical phenomena such as thermal-hydraulics and 
heat transfer to capture realistic representation of dynamic changes to a facility. 
While the plant models and examples are hypothetical and do not represent a real 
facility, these modeling approaches could be used for future security-by-design 
engineering in advanced reactors. The outputs and insights from the modeling 
approach may be used to modify and optimize the security posture of a facility by 
efficiently making modifications to the model and seeing the overall impact from 
the modification. Lastly, use of the approach described in this report can also 
provide the technical basis for a physical protection program, describing how the 
facility and security strategy will cope with off-normal events. 
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Approach and Model Used to Represent a Timeline 
Analysis for Security Design Enhancements 

1 INTRODUCTION 
Next-generation reactors will be able to use risk to inform and performance base the licensing of 

many aspects of the design, including security. There are several factors, such as site topography, reactor 
design, and physical protection system components, to consider when performing timeline analysis and 
building security into the overall design and operation. With the versatility of advanced reactors, 
especially micro reactors, methods are needed to simplify and quickly evaluate timelines for designing a 
site configuration.   

The U.S. Nuclear Regulatory Commission (NRC) SECY-19-0117a proposed a risk-informed and 
performance-based methodology to establish parts of the licensing basis for non-light water reactors 
(advanced reactors) where probability is discussed throughout the guidance via a safety case: 

…the Commission approved the following recommendations: (1) Greater emphasis 
can be placed on the use of risk information by allowing the use of a probabilistic 
approach in the identification of events to be considered in the design, provided there is 
sufficient understanding of plant and fuel performance and deterministic engineering 
judgment is used to bound uncertainties. (2) A probabilistic approach for the safety 
classification of SSCs is allowed. (3) The single-failure criterion can be replaced with a 
probabilistic (reliability) criterion (U.S. NRC 2019a). 

As part of this regulatory approach, the concept of a scenario is implicit in the risk-informed 
performance-based approach since the frequencies of potential events are represented on a frequency-
consequence curve and informed by a probabilistic analysis for the facility (see Figure 1).  

 
Figure 1. Risk-informed guidance for advanced reactor licensing using scenarios per NEI 18-04 (NEI 
2019a). 

This report describes a simulation approach to represent hypothetical security-related scenarios and 
how insights from this methodology can be used to modify a reactor design to focus on increased 
security, lower costs, or both. An example of a template library for physical protection systems 
components was developed and shown as necessary for ease of use and to make the process efficient for 

 
a Technology-Inclusive, Risk-Informed, and Performance-Based Methodology to Inform the Licensing Basis and Content of 

Applications for Licenses, Certifications, and Approvals for Non-Light-Water Reactors. 
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the users. Details are provided on how the templates were developed and then used in creating simulation 
models with consequence analysis and providing timeline information for multiple simulation runs.  
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2 APPROACHES TO MODEL PHYSICAL SECURITY SCENARIOS 
2.1 Overview of Scenario Modeling 

For the purposes of evaluating security events, sabotage of nuclear plants and/or theft of special 
nuclear material are different from the safety-related events that must be prevented from affecting public 
health and safety. These differences are illustrated in the U.S. Nuclear Regulatory Commission’s Safety 
Goal Policy which promotes using risk analysis to understand the hazards associated with plant operation. 
One exception to the Safety Goal Policy noted that “possible effects of sabotage or diversion of nuclear 
material are also not presently included in risk-informed approaches.” (U.S. NRC 1988) The regulatory 
environment has now evolved to include risk management in the design and operation of current and 
future nuclear reactors. Thus, for physical security concerns, it is important to be able to characterize 
scenarios and consequences. 

As part of the Advanced Reactor Safeguards Program at the Department of Energy (DOE), we have 
focused our project on providing a technical framework that can support risk-informed decision-making 
for advanced reactors. This security-by-design approach is described in this report and features the 
following characteristics: 

• Use of simulation to develop a risk-informed safety case. By using a simulation-based 
approach to represent scenarios, we can provide a highly transparent, traceable, and scrutable 
framework for design considerations. This framework can be used to inform all stakeholders 
(developers, regulators, and operators) since scenarios will be foundational to risk-informed 
licensing applications. 

• Leverage established technologies (e.g., Event Modeling Risk Assessment using Linked 
Diagrams [EMRALD]) for simulations. The approach to risk analysis has been established 
for decades. Extending these risk analysis methods into the creation of dynamic security 
scenarios to represent the advanced reactor physics provides a scenario-based analyses that 
includes the treatment of associated uncertainties. Uncertainties found in scenarios are 
captured by automating the state space (i.e., various potential plant conditions) meaning that 
computational approaches can represent a vast array of different boundary and operational 
conditions. From these state spaces, we can then capture the potential variation in 
consequences related to security challenges found in advanced reactor designs. 

• Manage complex workflows to facilitate successful design evolution. A computational 
approach can inform security design as it evolves from initial design to mature concepts. Thus, 
this analysis will be able to support creating the technical basis behind the design and provide 
information on why a particular design is preferable over alternatives. 

Using the modeling framework described in this report (Figure 2), we can consider different types of 
attack threats to the facility. These threats have a physical protection system (PPS) response that is 
designed to achieve the goal of protecting the facility before the adversary has the time  to damage the 
facility. 
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Figure 2. Scenario-based concept for physical security modeling. 

We can take this scenario concept one step further; specifically, we can begin to include details that 
are relevant to a specific postulated scenario such as the probability of detection for sensors, barrier delay 
times, other engineered delay features, and onsite or offsite responders. Depending on the timing and the 
effectiveness of these security features, the outcome following an attack will range from complete 
protection to damage of the facility. This modeling concept representing the layers of defense is 
illustrated notionally in Figure 3.  

 

 
Figure 3. Illustration of the defense-in-depth design of nuclear facility against attack. 

2.1.1 Example of Simple Timeline Scenarios 
The simplest dynamic scenario timeline model is one that contains three parts: 

• The facility mission time (i.e., the duration of time required to control and cool the plant until 
a safe state is reached following an attack) 

• A time-based model representing the time to sabotage of a facility 

• A time-based model representing a response (from either onsite or offsite responders) to 
counter the facility attack. 

These three parts are illustrated in Figure 4. The left portion of the figure contains the timing 
information related to a hypothetical facility. In this simple model, we have indicated a 24-hour window 
in which we need to secure the facility. In a more detailed model, we would have attributes such as the 
plant thermal-dynamics that would be adjusted in time increments depending on positive (e.g., a cooling 
pump is started and runs) or negative (e.g., a cooling pump is damaged and will not start) changes to the 
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facility. Adjustments to the plant physics will cause either shorter or longer times needed to secure the 
facility but will represent the possible physical phenomena that could occur during an off-normal event. 

 

 

 
Figure 4. Example of the timing related parts for a simulation-based physical security model. 

2.1.2 Physical Security Timeline Models 
To apply these concepts of scenario and timeline modeling, we expand on the idea of event timing to 

include the spectrum of activities postulated during a plant attack. These events include: the aspects from 
the plant itself including physical phenomena (e.g., shutting down the plant neutronics, providing cooling 
to manage decay heat, isolation or barriers to retain radionuclides) and operational timings (e.g., when 
safety systems are actuated or restored); security-related aspects including detection timings and 
responses (either automated or via human responders); and adversary aspects including paths through 
barriers and potential damage outcomes. Ultimately once these aspects are integrated, the potential for 
plant damage and release of radionuclides will be represented as an output of the simulation model, or 
alternatively, the plant will have no releases. These scenario timing aspects are shown in Figure 5. 
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Figure 5. Timing aspects for the plant, security, and adversary events in a simulation model. 

 

2.2 Physical Security Scenario Modeling Approach 
The security modeling approach in this work is outlined in Figure 6. It starts from identifying a 

particular plant design’s initial conditions, which include the reactor type, source term, site, and 
review of existing regulations. This identification determines the physical protection system (PPS) 
characteristics—whether it should be designed against theft, sabotage, or both, whether local law 
enforcements and responders can be credited in the PPS, whether the PPS should be incorporated in an 
existing program for a co-located facility, etc. The PPS requirements are then used to formulate 
technical requirements for the security design options. Several design options are then modeled and 
analyzed in EMRALD to evaluate their performance. The results are verified against the design 
requirements, and a shortlist of design options are created. The cost of these design options is 
analyzed, and an optimal design is selected based on its performance and costs.  The physical 
protection system used to protect a facility is captured in the site Physical Security Plan, Safeguards 
Training and Qualification Plan, and the Safeguards Contingency Plan, as well as site policies and 
procedures. 
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Figure 6. Physical Security scenario modeling approach. 

 

2.2.1 Initial Conditions 
The required initial conditions to model physical security for advanced reactors include the data on 

reactor and plant type, source term, siting, and applicable regulatory requirements. Data on the reactor 
type may include the size and capacity of the reactor and its safety evaluation, hazards, consequences, and 
target sets. The reactor type defines the source term (i.e., the fuel type, quantity, and form at all stages of 
operation). The site of the reactor may provide information on whether the reactor is within the proximity 
of another existing secure facility such as a military base and whether the reactor is a fixed facility or a 
mobile module. A review of the regulations can inform the minimum requirements for the reactor type 
and whether the security posture is prescribed or is dependent on the overall performance evaluation. 
Existing regulations include 10 CFR 73.55 on the requirements for physical protection of licensed 
activities in nuclear power reactors against radiological sabotage (US NRC 2021) and 10 CFR Part 53 on 
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Evaluation of Each Design
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the “Risk Informed, Technology-Inclusive Regulatory Framework for Advanced Reactors” (U.S. 
NRC 2022). 

2.2.2 Physical Security Posture Requirements 
The NRC and industry approach to maintaining effective security at a plant includes various security 

programs—each with its own individual objectives. These programs provide a holistic approach to 
maintaining the effective security of the plant. 10 CFR 73.55(d)(1), states “[t]he licensee shall establish 
and maintain a security organization that is designed, staffed, trained, qualified, and equipped to 
implement the physical protection program in accordance with the requirements of this section” (U.S. 
NRC 2021). NRC security requirements for operating commercial nuclear sites increased exponentially 
following the September 11th terrorist attacks, resulting in a significant increase of onsite response force 
personnel across the nuclear industry. The plant’s response force includes the minimum number of armed 
responders, as required in 10 CFR 73.55 and security officers tasked with various duties, such as 
stationary observation/surveillance posts, foot-patrol, roving vehicle patrols, compensatory posts, alarm 
station operators, and access control officers. 

Some advanced reactor designs are projected to be deployed in remote locations, and may not rely on 
onsite armed responders. Total consideration of both safety and security aspects need to be factored in to 
support a zero-armed-responders onsite objective. Although there may be no armed responders  onsite, 
offsite responders and local law enforcement may be incorporated in the design objective. Therefore, the 
security design requirement shifts to providing sufficient site-specific delay for offsite responders to 
arrive and intervene in an attack before significant core damage and or offsite release can happen. This 
security bounding time (SBT) consideration has been discussed by the U.S. NRC (U.S. NRC 2019b) and 
the Nuclear Energy Institute (NEI) (NEI 2019b) but is as of yet undecided by the Nuclear Regulatory 
Commission panel of Commissioners. 

The reasonable assurance of protection time (RAPT), a term found in the SBT discussion, is a 
concept the licensee can independently defend against the design basis threat (DBT), and it is reasonable 
to assume that offsite response forces will arrive and secure a site within 8 hours from notification. With 
RAPT, the licensee can better focus on protecting more risk-significant target-set elements, or those target 
sets that lead to sabotage in shorter time periods. The licensee can also take credit for operator actions that 
could be performed after the RAPT. RAPT may be design and site-specific, and  needs to be an agreed 
upon methodology to estimate RAPT for a specific reactor design and site that may be different than the 
general 8 hours. The methodology presented in this report is one way of estimating RAPT using a 
dynamic risk assessment tool developed at INL named EMRALD.  

2.2.3 Possible Security Posture Designs 
The goal of this step is to allow a rapid design and assessment of a physical protection system for 

advanced reactors. Various physical security design variables, which include intrusion detection sensors, 
barriers, posts, armed guards, other security staff, non-lethal delay systems, etc., can be developed 
individually in EMRALD so a modeler can then design a physical protection system by combining these 
basic building blocks in the EMRALD software sandbox building feature. The graphical user interface 
(GUI) feature of EMRALD makes it easy to design a physical protection system. The modeler can run 
numerous Monte-Carlo simulations on the model to obtain an estimate of the adversary timeline statistics 
and the effectiveness of the physical protection system in a short timeframe. 

2.2.4 Performance Evaluation and Shortlist Designs 
The sandbox building feature described above utilizes EMRALD only, without any external force-on-

force software. It allows a fast estimation of the protection system’s effectiveness. This feature is useful to 
quickly cycle through and screen various possible security posture designs. Once the possible designs are 
shortlisted, a more accurate measure of effectiveness can be obtained by using the force-on-force 
software. 
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2.3 Model Implementation into the EMRALD Framework 
EMRALD is a software tool developed at INL for researching the capabilities of dynamic probabilistic 

risk assessment (PRA). EMRALD focuses on the following key aspects: 

• Simplifying the modeling process by providing a structure that corresponds to traditional PRA 
modeling methods 

• Providing a user interface (UI) that makes it easier for the user to model and visualize 
complex interactions 

• Allowing the user to couple with other analysis applications such as physics-based simulations 

• Providing the sequence and timing of events that lead to the specified outcomes when 
calculating results. 

After running an EMRALD model, a user is able to obtain probabilistic results and see the details of 
the dynamic modeling details such as timing and event sequences for specified simulation results. These 
results can be used to modify a facility design to enhance physical security. Further, an open standard for 
communication is used in the software which allows for coupling to other simulation-based or physics-
based analysis. The open standard allows the user to include complex phenomena simulation capabilities 
such as flood, adversary threats, or fire analysis directly in the PRA model. 

To create a physical security model in EMRALD, we need to consider a list of elements to be 
represented or used in the model and associated software. These elements are shown in Figure 7. 

 

 
Figure 7. Modules implemented in EMRALD. 

 

2.3.1 Different Plant Layout 
Individual models of various barriers and intrusion detection sensors are developed in EMRALD. 

Examples are shown in Figure 8 below. These examples are not exhaustive. 
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Figure 8. Physical protection components in EMRALD. 

Barriers may include passive and active barriers. Passive barriers such as doors and fences may be 
simply modeled using two states (i.e., when barrier is functional and when it is breached). Passive barrier 
elements have delay parameters based on the tools used by the adversary. An example of a door with a 
10-cm metal sheeting layer is shown in Figure 9 to Figure 11, in which the delay parameters depend on 
whether the adversary uses hand tools, power tools, explosives stage 1, explosives stage 2, a land vehicle, 
or no equipment at all.  

NOTE:  The delay and detection parameters used in this report are taken from a publicly 
available training material for a hypothetical nuclear facility (Lone Pine) and do 
not represent any existing nuclear plant (Sandia National Laboratory 2022). 
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Figure 9. Model of a door as a passive barrier. 

 
Figure 10. Delay values for a door. 
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Figure 11. Delay distribution of a door. 

The model for intrusion detection sensors can simply be a single state diagram consisting of a single 
action. The singular action contains a short C# script to determine the sensor’s probability of detection 
and alarm trigger based on the tools used by the adversary. An example of an exterior alarm state and 
action is shown in Figure 12 and Figure 13. In this example, the detection probabilities are 0.8, 0.4, 0.4, 
0.5, and 0.8 if the adversary uses no tools, hand tools, power tools, high explosives, and a land vehicle, 
respectively. The action in Figure 13 draws a random number and triggers the alarm when the random 
number is less than the detection probability. 

 

 
Figure 12. Exterior infrared model in EMRALD. 
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Figure 13. Probability of detection for an exterior infrared sensor. 

Another type of barrier termed as active delay system (ADS) is also modeled in EMRALD. ADS is a 
type of active barriers designed to be reactive to intrusion and designed to slow adversaries significantly. 
ADS are installed in a non-active mode that are passive by default and are activated by the guard force.  
The “active” state may include a “lockdown” , deploying barriers or delay features, or the arming of 
sensors deployable delay features (e.g. sticky foam). The use of ADS may be vital in advanced reactors. If 
a reactor is envisioned to utilize offsite responders instead of onsite ones, then the physical security 
design objective should be to slow adversaries down considerably for the offsite responders to intercept 
them. An example of a short delay time ADS model in EMRALD is shown in Figure 14 to Figure 16 
below. The diagram starts from ADS-Short-InPlace state which estimates the time it takes for adversaries 
to breach the ADS based on the tools used. In this example, it takes 12 hours, 6 hours, and 3 hours to 
breach it using power tools, explosives stage 1, and explosives stage 2, respectively, as defined in the 
ADS_Short_Calc_Breachtime action shown in Figure 15. The ADS_Short_Activation action in Figure 16 
activates the ADS if the system detects an intrusion independently or if there is an activation signal from 
the central alarm station (CAS). The activation time is accounted for in the ADS_Short_Activation event. 
The ADS_Short_DefeatTime event occurs when the ADS is breached. The parameters of this event are 
defined in the previous states, ADS_Short_Active or ADS_Short_Inactive, depending on whether the 
ADS is activated or not. 
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Figure 14. Active Delay System (ADS) diagram. 

 

 
Figure 15. Breach time estimation for the short ADS diagram. 
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Figure 16. ADS_Short_Activation action. 

The sensors and barriers are modeled as standalone components with common variables, (i.e., 
Dbl_DetectionTime, Bool_Alarm, Bool_HandTools, BoolPowerTools, Bool_ExplosivesStage1, 
Bool_ExplosivesStage2, and Bool_LandVehicle). The Bool_Alarm is a Boolean variable that monitors 
the state of intrusion alarm, while the tools and explosives variables are Boolean variables indicating the 
tool an adversary uses to breach a barrier. These standalone components can be imported into an existing 
EMRALD model to be used in a physical protection system design. To do so, the modeler can create a 
new diagram and import an existing file as shown in the Figure 17 below. When the imported model has 
elements (e.g., diagrams, states, events, actions, and variables.) that already exist in the model, EMRALD 
displays a pop-up window as shown in Figure 18 in which the modeler can choose to rename, replace, or 
ignore them. 

 
Figure 17. Importing the ADS-Short model. 
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Figure 18. EMRALD window shown when a diagram is imported into an existing model. 

The modeler can analyze various physical security design options after importing the physical security 
building blocks in EMRALD. An example attack model is shown in Figure 19 to illustrate this capability. 
In this example, the modeler designs two layers of barriers to protect the target and serve as boundary 
perimeters to the protected area and vital area. There are two barriers equipped with an intrusion detection 
sensor at each layer that the adversary can go through. The states are modeled as Barrier1 to Barrier4. 
Sensors and barriers are modeled in these states using transitional actions. These actions direct EMRALD 
to transition to the initial states of the sensors and barriers. For example, the GoThroughSensor1 action in 
Figure 20 transitions to the Exterior_Infrared sensor. The modeler may change the state transition 
probabilities to test other sensor models, for example by replacing the Exterior_Infrared transition 
probability to 0 and the SeismicBuriedCable transition probability to 1. Similarly with barriers, the effect 
of various barriers can be investigated by adjusting the state transition probability as illustrated in Figure 
21. 
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Figure 19. Example of a plant layout design consideration. 

 

 
Figure 20. Example of various sensor options at Sensor1 location. 
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Figure 21. Example of various delay structures at Barrier1 location. 

2.3.2 Consequence Analysis in EMRALD 
EMRALD can be coupled with safety analysis codes such as MAAP, MELCOR, and RELAP5, to 

analyze the consequence of a sabotage attack. These safety codes have been coupled with EMRALD in 
previous works to analyze light-water reactor safety following an incident or a sabotage attack (Prescott et 
al. 2022; Cohn et al. 2021; Parisi et al. 2017).  

This work uses a different safety analysis tool named SARAH (currently under development) to model 
a heat pipe and assess the decay heat removal dynamics following a sabotage attack. The tool is provided 
by Sandia National Laboratories within the Department of Energy Nuclear Engineering Advanced 
Reactor Safeguards (DOE-NE ARS) program. The heat pipe model is used because in some of the 
advanced reactor designs, the entire primary cooling system has been replaced with several heat pipes to 
transfer the reactor heat to the secondary system. The thermal response of the heat pipe to changes in heat 
flux and temperature needs to be predicted in the case of a sabotage attack.  

A heat pipe consists of the outer wall, a wick section, and the internal fluid. During operation, the 
component can be categorized into three axial regions (i.e., evaporator, adiabatic, and condenser) as 
illustrated in Figure 22. The evaporator section receives heat flux from the core which evaporates the 
liquid inside the heat pipe. The pressure drop between evaporator and condenser drives the steam through 
the adiabatic region towards the condenser. Due to the low temperature at the condenser region, the steam 
releases heat, condenses into liquid, and travels back to the evaporator due to the capillary force in the 
wick. 
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Figure 22. Heat pipe axial cross section. 

SARAH accepts several input parameters which include a timetable of condenser temperature, 
evaporator power or temperature, and the angle between the heat pipe and the gravitational vector. It can 
also model the doppler feedback on the reactor power at the evaporator section. These input parameters 
are set in a JSON text file, which EMRALD can modify according to the results from the sabotage attack 
scenarios. The tool provides output data in several comma-separated-values (CSV) files.  

SARAH is coupled with EMRALD to analyze the thermal effects of a sabotage attack to an advanced 
nuclear reactor. SARAH follows the previous work in the 1980s studying  heat pipe reactors for use in 
space. Several key distinctions of SARAH include: 

• A transient model based on conservation of mass, momentum, and energy of the liquid and vapor 
sodium in the heat pipe 

• The relationship between the amount of liquid metal in the wick and the capillary pressure which 
drives the counter-current flow 

• The physics of boiling and condensation which are the main heat transfer mechanisms in a heat 
pipe. 

A sample EMRALD model linked to SARAH is shown in Figure 23. Suppose that the attack scenario 
targets the reactor’s cooling capability by heating the condenser or tilting the heat pipe. Adding on to the 
previous model shown in Figure 19, the Set_CondensorVal and Set_Tilt actions modify the condenser 
temperature and heat pipe angle, respectively, in SARAH’s input file. In this model, the values set in 
these actions are random values as shown in Figure 24 and Figure 25, although they can be set to specific 
values. 
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Figure 23. Example of a sabotage attack scenario coupled with SARAH heat pipe analysis tool. 

  
Figure 24. Set_CondensorVal action adjusting the condenser temperature in SARAH input file. 

 
Figure 25. Set_Tilt action adjusting the heat pipe tilt angle in SARAH input file. 

SARAH’s input file has a JSON file format option which can easily be adjusted by EMRALD. A 
document link variable in EMRALD uses a JSONPath expression for specific input data in SARAH’s 
JSON input file. Whenever the variable is changed in EMRALD, the input file is modified with that 
change. These JSONPath expressions for HP_Condensor and HP_Tilt are shown in Figure 26 and Figure 
27, respectively. Another EMRALD action executes SARAH code using the JSON input file as shown in 
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Figure 28. An EMRALD “Custom Form” can also be added for SARAH or other physics code, this form 
or GUI simplifies the process of connecting to the code by providing drag and drop or selection fields 
instead of scripts for linking and running an external code.  

 
Figure 26. HP_Condensor variable linked to SARAH input file using a JSONpath expression. 

 
Figure 27. HP_Tilt variable linked to SARAH input file using a JSONPath expression. 
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Figure 28. Run_HP_TH action executing SARAH code using a specified input file. 

 

2.3.3 Portfolio of Attack Scenarios 
This section describes how EMRALD can be used to model various sabotage target sets in the reactor. 

Target sets may be determined by identifying the combined loss of components or systems that may lead 
to a significant core damage and spent fuel sabotage. This process can be done by analyzing the PRA 
model of the plant (Christian et al. 2021a; Park et al. 2003; Cohn et al. 2022). A PPS shall identify and 
protect these target sets (U.S. NRC 2021). Therefore, the various target sets should be included in the 
analysis of the PPS’s effectiveness.  

EMRALD can analyze the attack scenarios targeting the target sets by treating them similar to 
initiating events (IEs) in a static PRA model. Figure 29 shows an example on how this modeling approach 
can be done. Hypothetical attack scenarios on three target sets are labeled as Scenario1, Scenario2, and 
Scenario3, respectively. When an attack happens, the SelectScenario transition action directs the 
simulation to any of the three attack scenarios. The transition action may assign transition probabilities for 
each attack scenario indicating the likelihood of adversaries to select that scenario, which is similar to the 
IE frequency parameter in a PRA model. This approach allows the analyst to assess the overall 
effectiveness of the PPS design. Alternatively, a Boolean flag may be assigned in the SelectScenario 
action for the analyst to evaluate a particular scenario.  
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Figure 29. Modeling attack scenarios as initiating events. 

2.3.4 Input Sample Space 
In addition to the sandbox model building capability, EMRALD also provides the user the capability 

to incorporate stochastic uncertainties in analyzing sabotage attack scenarios. EMRALD has built-in 
statistical distributions to model time-related uncertainties, which include the normal, exponential, 
Weibull, lognormal, uniform, triangular, gamma, and Gompertz distributions. These distributions can be 
customized by adjusting the mean, standard deviation, or other shaping factors, along with specifying a 
minimum and maximum value. Other timing uncertainties can be added to the source code, or the user 
may model a custom timing method using a C# script and assigning it to a variable to be used in a timer 
event as shown in Figure 30.  
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(a) Template script to sample a time delay variable. 

 
(b) A timer event using a variable delay time. 

Figure 30. Modeling time uncertainties using non-standard statistical distributions. 

The uncertainties considered in this work include the delay time of barriers, adversary travel time 
through an area, adversary time to breach a barrier, adversary time to sabotage the target, the probability 
of detection for intrusion detection sensors, alarm assessment time, responder’s response time, and 
responder’s travel time. EMRALD runs numerous Monte-Carlo simulations by sampling from these 
distributions and provides the statistical output of adversary and responder timelines. A new capability is 
being developed to visualize the attack progression as described in the next section. 

2.3.5 Output Sample Space 
Given that EMRALD is a dynamic risk assessment tool, there is interest to provide top-level 

information on the dynamic progression of scenarios in the EMRALD model. Such information may be 
useful to draw strategic, qualitative insights. A preliminary approach has been developed to display this 
scenario information in the form of Sankey diagrams as shown in Figure 31 (Halsema et al. 2021). The 
diagram shows that most of the time the reactor operators and responders can safely shut down the reactor 
following a sabotage attack for our hypothetical facility (the green top part of the Sankey diagram), while 
core damage happened 61 times out of 143 trials. It also shows the progression of states leading to the key 
states. Insights were drawn from this result, such as prioritizing the need to develop a strategy to make 
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sure operators are physically able to make it to their task locations, rather than investing in trainings to 
reduce operator errors on operating pumps or reduce the time it takes to get FLEX equipment operational. 

 
Figure 31. Sankey diagram to visualize dynamic progressions in EMRALD. 

2.4 Including Physical Phenomena in the Scenario 
The earlier sections of this report describe the ability to represent facilities and reactors in a time-

dependent manner such that scenarios are accurately represented. In this section, we extend this idea to 
capture inherent physical phenomena that may either be present internally or externally to the reactor and 
associated facility. 

One of the key physics that is important to physical security scenarios is the reactor heat removal 
process. During a hypothetical scenario, the time at which decay heat is removed and the degree of heat 
removal both have direct impacts on the scenario timing. Operating in parallel to the heat removal process 
is the security response and is, in some sense, a race to ensure that the facility and rector are placed in a 
safe-and-stable state prior to exceeding physical limits such as extreme pressures or temperatures in the 
reactor system. 

While detailed, complex reactor core simulations are possible through codes such as VERA-CS 
(ORNL 2022), SAS4A/ SASSYS-1 (ANL 2022), KOMODO (Imron 2019), PARCS (Purdue University 
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2022), PROTEUS (Fei, Feng, and Heidet 2020), and others; for probabilistic safety assessment scenarios, 
an approximate representation may be suitable for many cases. For example, many actions, including 
human actions, may have uncertainties measured in 10s of minutes to hours. Having a model of the core 
neutronics or heat transfer that is accurate to the second is not needed when these are integrated into 
scenarios that have larger overall uncertainty than those measured in seconds. 

Detailed decay heat calculations can be performed for current large light-water reactors by following 
the American Nuclear Society (ANS) decay heat power standard (ANS 2014). A traditional approximate, 
or reduced-order model (ROM), for core decay heat levels is given by the Wigner-Way formula for 
current large light-water reactors as (Nuclear Power 2022): 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝑡𝑡𝑡𝑡𝑡𝑡𝑃𝑃) = 0.062 × (𝑡𝑡𝑖𝑖𝑡𝑡𝑡𝑡𝑡𝑡𝑖𝑖𝑖𝑖 𝑝𝑝𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃) × [𝑡𝑡−0.2 − (𝑡𝑡0 + 𝑡𝑡)−0.2] 

where t is the time (in seconds), and t0 is the time (in seconds); the reactor is at power prior to the 
shutdown. Note that for any type of reactor other than a large light-water reactor, this formula is not 
applicable, and a reactor-specific decay heat curve would need to be determined if a ROM is desired for 
the scenario analysis. For example, Shwageraus and Hejzlar (2009) calculated the decay heat curve for a 
fast spectrum, lead-cooled reactor with zero conversion ratio (CR=0) and a sustainable fuel cycle (CR=1). 
They compared the fast-reactor decay curve with a typical pressurized-water reactor fueled with 4.2% 
UO2; the result of this comparison is shown in Figure 32. Note that while the two reactor types are 
different, the decay heat curves are similar until a time past 11.6 days (1E+6 seconds) after the reactor is 
shutdown.  

 
Figure 32. Decay heat curves for a light-water reactor and lead-cooled fast reactor. 

To include the physics of decay heat removal into the EMRALD scenario model, we need to create an 
event that represents the time-power relationship. The event progresses through the simulation to 
represent both the current decay heat level and the cumulative heat released from the core. If at any point 
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in time the cooling system is interrupted—either through stochastic failures or an adversary attack—the 
heat accumulation can be estimated. Simulation trigger points would then be enabled if the heat 
accumulation is too large compared to the heat removal, representing damage to the fuel. 

2.5 Representing Human Actions in Scenarios 
Although onsite responders are not modeled in this work, there are other human activities that need to 

be modeled properly. Examples of these human actions include adversary’s decisions and actions, as well 
as offsite responder’s assessment and actions. An important factor to consider is that the uncertainties of 
human actions differ from mechanical components. While operational failures or state transitions of 
components may be approximated by stochastic approaches, human decisions and actions are mostly 
deliberate and are affected by their level of competence and performance shaping factors. For example, a 
competent adversary may study the plant’s characteristics in advance, select a particular attack path,  use 
effective and reliable tools for the job, and therefore be more likely to succeed in breaching a barrier. 
Uncertainties in the attack pathway and success likelihood are therefore less stochastic in nature. 
Likewise, well-trained operators can assess alarms and decide on the proper mitigating actions more 
accurately than regular operators. 

Discussions on human action modeling approaches are still underway. However, INL has started 
paving the way to model human actions in security and safety scenarios. Previous works have modeled 
human actions in EMRALD following a sabotage attack to perform safety mitigation actions using FLEX 
strategies (Christian et al. 2020; Christian et al. 2021b). Such a manual strategy depends highly on 
operator actions. Results indicate that the strategy may reduce the plant risk considerably in sabotage 
scenarios.  

INL has created a framework capable of representing dynamic human actions. The Human Unimodel 
for Nuclear Technology to Enhance Reliability (HUNTER) framework is a software tool to support 
dynamic human-reliability analysis, and can be readily adapted for physical security types of scenarios. 
Recently, HUNTER has been extended and enhanced to have better flexibility, modularity, and scalability 
suitable for dynamic human risk modeling scenarios (Boring et al. 2022). 

The conceptual framework in HUNTER is illustrated in Figure 33. The task element is typically 
based upon procedures, but could also include activities such as backup shutdown systems. The 
individual aspect is designed to capture challenges to human tasks; these are called performance shaping 
factors and may increase the difficulty of performing an action. HUNTER can perform calculations that 
give human-error probabilities and the duration for human actions.  
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Figure 33. High-level structure of the HUNTER framework. 
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3 INCORPORATING ADVANCED REACTOR DESIGNS 
To model accurate attack scenarios, we need to model more than just the attack targets; we also need 

to consider any reactor safety behavior or security designs in the reactor operations. Examples of this 
could include an automated shutdown and lockout state or even methods to physically isolate the reactor 
controls, core, or radionuclide sources in order to add very long delays to sabotage efforts. Simple reactor 
behavior and the probability of success can be modeled in EMRALD and incorporated into scenarios. 
Common reactor behaviors could also be included as library items or templates used to make custom 
behaviors like the barriers previously described.  

This report outlined both an approach and modeling methods that are flexible enough to include a 
wide variety of reactor types. Including physical security into the reactor design enables the possibility of 
many options that could be considered in a more efficient and effective manner than retrofits. While not a 
reactor security design guide per se, examples of the types of items that can be included in an EMRALD 
model and quantitatively evaluated include:  

• Water as a barrier or delay. Most advanced reactors will have access to a large quantity of 
water for cooling and power generation purposes. During an attempted disruption, this water 
could be repurposed for use in deterring an attack. For example, access point to key reactor 
systems or controls could be via corridors that, during normal operations, are secure but dry. 
An off-normal security event could then trigger (either automatically or manually) filling 
some of these corridors with water from the onsite water reserves. The U.S. NRC has 
investigated the degradation of manual actions from environmental conditions, such as flood 
waters. (U.S. NRC 2020). 

• Permanent shut down. Most advanced reactor designs have a fully mechanical process to stop 
the reactor if certain safety conditions are met, such as the core temperature above a specified 
level. This same mechanical process could include a parallel activation mechanism when it 
has been determined that an attack scenario is in progress, whether  that determination and 
activation is automated or human triggered/verified. This design would be part of a fail-safe 
approach to operation. 

• Drones or robots for information capturing. Many scenario models assume knowledge of a 
variety of factors such as barrier delay characteristics and plant operational design. However, 
uncertainty surrounds many of these factors. If information were available from onsite drones 
or robots (especially for remotely sited facilities), more optimal timeline strategies may be 
constructed that would help to increase safety. For example, the data stream that could be 
available from a robot sentry with visual and thermal imaging capabilities could help to 
inform the need for and type of offsite response force for a specific off-normal condition. 
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