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ABSTRACT  

This SAND report collects the results from the LDRD project òSHAZAMó, which aimed to push the 
limits of performance for self-healing, self-assembling power systems whose sectionalizing and load-
control agents rely on local measurements only (i.e., only what they can measure at their own terminals, 
with no data sharing between agents).  This work includes self-networking microgrids.  The key 
objectives of this work were a) to demonstrate how high the performance of local-measurement-only 
self-assembling power systems can be; and b) to solve certain technical problems associated with such 
systems, such as their inability to prevent the accidental formation of closed loops and their tendency 
to thermally overload some conductors.   
 
òSHAZAMó investigators a) demonstrated that the performance of such systems can be surprisingly 
high, b) demonstrated that such systems are quite robust to all kinds of variations, and c) developed 
and demonstrated solutions to several key challenges associated with this type of system. 
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EXECUTIVE SUMMARY 

Self-healing power systems can be exceptionally robust during severe events, and are thus desirable 
elements of an electric power resilience strategy.  Self-healing power systems must be controlled and 
protected, like any other power system.  However, if the power sources in such a system are a) 
geographically distributed and b) inverter-based, then that control and protection face some serious 
challenges.  Solutions to these challenges exist today, but nearly all of these involve sharing of data 
between power system elements, and the communications systems required for that data sharing create 
significant challenges of their own. 

This report documents the learning and results from a project called òSHAZAMó, an LDRD-funded 
project at Sandia National Laboratories.  SHAZAM sought to push the performance boundaries of 
self-healing power systems whose elements rely on local measurements only, and thus do not require a 
data-sharing communications system.  SHAZAM resulted in a collection of techniques, some existing 
and some all-new, to create self-healing power systems relying only on local measurements but 
exhibiting very high performance and exceptional robustness.  Results reported herein include the 
following. 

1. A large number of transient simulation tools were developed, and are described here. 

2. SHAZAM includes techniques for basic functions such as automatic load-generation 
balancing and fault isolation.  These functions were successfully demonstrated. 

3. Black-start and post-fault self-assembly of power systems were demonstrated for a wide array 
of scenarios.  In all contingency cases tested, the final operating state of the power system 
using SHAZAM techniques had the maximum amount of load energized, and all faults were 
isolated. 

4. A technique was developed to ensure that self-healing power systems using local 
measurements only will not unintentionally self-assemble into a closed loop.  This technique 
was demonstrated in transient simulation. 

5. A technique was developed to enable self-healing systems using only local measurements to 
avoid thermal overloading of conductors when transferring loads from one circuit to another. 

6. A technique was developed to ensure that no two adjacent relays have the exact same closing 
time.  This ensures that when adjacent microgrids spontaneously network with each other 
during self-assembly, an asynchronous connection will be prevented. 
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1. INTRODUCTION 

A self-healing power system (SHePS) has the ability to automatically detect that it is not operating 
properly and restore as much of the system as possible to normal operation [1].  Future SHePS will 
be energized by grid-forming (GFM) inverter-based resources (IBRs) or solid-state transformers 
(SSTs).   

A SHePS must be able to perform a) protection, or detection and isolation of a fault; and b) 
restoration, in which all of the healthy parts of the system are re-energized.  A great deal of work has 
been done on SHePS [2], [3], [4], [5], [6] and FLISR-type SHePS [7] are commercially available (for 
example, see [8] and [9]).   

Todayõs SHePS tend to have three significant drawbacks. 

1. They generally rely on sharing of data via high-speed communication networks [10].  
Communications improve performance under òblue-skyó conditions, but a) they are 
expensive, often to the point of rendering projects unfeasible; b) they can become unreliable 
during òblack-skyó events; and c) they introduce cyber vulnerabilities.  Maurer et.al. wrote in 
2012: òCommunications is the Achillesõ Heal (sic) of any self-healing system.  No matter 
what type of self-healing system you selectñcentralized, substation-based, or distributed 
intelligenceñthat fact is still true.ó [11]   

2. They cannot perform self-assembly or form ad-hoc networked microgrids, which forces 
each individual system to remain entirely reliant on its own resources, limiting resilience 
benefits.  One reason is that the formation of unintentional meshes or loops must be 
avoided.  Intentional loops can increase reliability [12] but if circuits not designed to be 
operated as a closed loop are inadvertently connected in that way, large circulating currents 
can cause tripping of protection, potential damage to equipment, and difficulties in voltage 
regulation.   

3. Because they tend to rely on algorithms using shared data from many endpoints, attempting 
to apply them to large systems results in a nearly exponential explosion of data and 
communications endpoints.  Thus, they tend not to be very scalable. 

In order to overcome these obstacles, there is a need for SHePS technology that relies on local 
measurements only.  However, when one relies only on local measurements, two additional 
challenges appear:  one related to the current limitations of IBRs, and the other related to the 
geographic distribution of grid-forming sources.   

¶ With IBRs, time-overcurrent protection, which is the most-used protection tool [13], 
becomes ineffective due to the fault current limitations of the power electronics [14].  
Directional elements would generally be the next tool used, followed by distance relays, but 
these too become unreliable with geographically-distributed GFM IBRs.  In addition, when 
time-overcurrent cannot be used, thermal overload protection of conductors becomes 
difficult, which is a problem that no communications-free method has solved to date. 

¶ Todayõs restoration procedures are designed around a centralized system architecture [3].  
System restoration is a complex process that involves coordinating black-start resources, 
identifying critical paths, estimating surge loads during re-energization, and understanding 
the dynamics of the system at each step of the restoration process [15].  It is widely 
recognized that distributed resources can assist with system restoration, but most proposed 
techniques for achieving this still rely on centralized communication and control [15], [16]. 
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This report details the results from a Lab-Directed Research and Development (LDRD) project 
called òSHAZAMó, which stands for òSelf-Healing Adaptive Zeta-Alpha Microgridó1.  SHAZAM 
facilitates allowing off-grid power systems energized by geographically-distributed GFM IBRs to be 
self-healing and self-assembling, using local measurements only.  The various parts of the 
SHAZAM concept are described in the following sections. 

The process envisioned in SHAZAM is an application to power systems of the concept of òself-
assemblyó [17], [18], a term borrowed from chemistry, biology, and materials science [19], [20] in 
which larger, more complex structures are formed spontaneously, without centralized direction.  
Self-assembling power systems could have major resilience benefits.  They could be used by 
themselves, providing a minimum-cost high-flexibility option that avoids the problems associated 
with communications-dependent systems described above, or they could be used as backups to 
communications-based systems. 

 

 

 
1 In the original version of this concept, zeta was the undervoltage trip threshold and alpha was the underfrequency trip 
threshold.  The concept has evolved considerably since then, but the name has stuck. 
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2. GENERATION-LOAD BALANCING 

Automatic generation-load balancing in an off-grid power system energized by GFM IBRs is 
achieved in SHAZAM using a prioritized UFLS function in each load relay, along with a linear 
power-frequency (P-f) droop that is the same in each GFM IBR.  This common P-f droop 
characteristic allows the load relays to use the system frequency as a measurement of how loaded the 
sources are.  The P-f droop used in this work is shown in Figure 1.  When the frequency reaches 
59.5 Hz, all available GFM IBRs are at 90% loading.  At 50% loading the frequency is 60.0 Hz. 

 

 

Figure 1.  Power-frequency droop used in GFM IBRs in SHAZAM. 

 
Loads are prioritized into three Groups.  Group A loads are the most critical and will be de-
energized only as a last resort.  As a general design rule, in a power system designed to use 
SHAZAM, the GFM IBRs should be collocated with the Group A loads to the greatest extent 
possible.  Group C loads are the least critical.  These will be shed first, and will be brought back 
online last.  Group B falls in-between.  If more granularity in load prioritization is desired, more 
Groups can be defined. 
 
The load relays also employ a time-underfrequency characteristic that will lead to UVLS if the 
inverters become sufficiently overloaded that they reach their current limits.  The time-
underfrequency characteristics for all three load Groups are shown in Figure 2.  The time delays 
used in the time-voltage functions employ two parts:  a fixed time delay, plus a random time delay 

whose maximum value is °10% of the fixed time delay.  The random time delay is intended to avoid 
having any two load relays trip at exactly the same time, the idea being to increase the possibility of 
preserving some of the loads in the event of an overload by not tripping the entire load Group all at 
the same time.  The total time delays (fixed plus random part) for each load Group and voltage level 
are shown by the dashed lines in Figure 2. 
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Figure 2.  Figure showing the voltage-time tripping characteristic used in SHAZAM load relays.  

The green lines are for Group A, blue for Group B, and red for Group C. 

 
 
The reason why both UFLS and UVLS are used in SHAZAM is because experiments conducted 
during the SHAZAM LDRD indicated that frequency measurements may cease to be a reliable 
indicator of source loading levels when GFM IBRs reach their current limits, because not all IBRs 
maintain a P-f droop characteristic when current limiting.  The UFLS function maintains generator-
load balancing under normal loading conditions, and the UVLS works during severe overloads, 
including faults.   
 
It should also be noted that some GFM IBRs produce nonsinusoidal current outputs when they are 
in current-limiting mode.  There are several ways in which this can happen.  For example, some 
IBRs achieve current limiting by simply hard-limiting or òclippingó the current waveform.  Some 
others simply seem to struggle with waveform quality during current limiting, and these can produce 
a variety of waveform distortions.  Experience gained during the SHAZAM project suggests that 
IBRs that do not produce sinusoidal currents when current-limiting should be avoided for off-grid 
use, because the nonsinusoidal waveforms lead to voltage, current, and frequency measurement 
errors that can cause unpredictable, and in some cases highly undesirable, system behavior.   
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3. FAULT LOCATION, ISOLATION, AND SERVICE RESTORATION 

3.1. Description 

One of the most basic functions that a SHePS must be able to perform is to locate and isolate shunt 
faults, and then restore as much of the system as possible to normal operation.  This process of Fault 
Location, Isolation, and Service Restoration is commonly referred to as òFLISRó.  As discussed above, 
the FLISR process can become more difficult in off-grid power systems that a) are energized only by 
GFM IBRs, or b) are energized by sources at multiple source buses, and the specific sources active 
during any event will not be known in advance.  SHAZAM aims to create a highly robust FLISR 
algorithm that: 

¶ Enables fault isolation when the system is energized by distributed GFM IBRs (in other words, 
both conditions a) and b) above are met), when it is not known in advance which combination 
of GFM IBRs is active in any specific situation; 

¶ Robustly detects and isolates faults in any part of the system; 

¶ Preserves as much of the load as possible. 

The way this is handled in SHAZAM is described by the following sequence of events.  Consider a 
system consisting of two adjacent distribution circuits designed to be a SHAZAM SHePS (Figure 3(a)).  
This system includes both grid-forming (blue) and grid-following (green) IBRs, including an IBR on 
the subtransmission circuit serving both distribution transformers.  Red squares indicate closed relays, 
and green squares indicate open relays.  In Figure 3(a), note that the breakers on the subtransmission 
system are both green (open), indicating that the portion of the system shown is operating off-grid.  
This off-grid system has been designed according to the SHAZAM rule that each Group A load has 
a GFM IBR.   

 

Figure 3(a):  the system is operating in steady state.  All IBRs are operating and there is sufficient 
source capacity that all loads are being served. 

Figure 3(b):  A persistent shunt fault occurs on one of the laterals from feeder FDR_1.  The GFM 
IBRs reach their current limits, and the voltage collapses across the system.  At each feeder head-end, 
there is a Microgrid Boundary Relay (MBR) that opens quickly on undervoltage, thus isolating the 
faulted feeder from, and preventing load shedding in, the rest of the system. 

Figure 4(a):  UVLS initiates on FDR_1.  Group C loads shed first, as indicated by load relay blocks 
turning green.  The timing of the Group C load shedding is determined by the red time-undervoltage 
curves shown in Figure 2.  Typically, all of the Group C loads are shed by ~ 0.5 s post-fault. 

Figure 4(b):  shedding Group C does not resolve the undervoltage on FDR_1.  Because there is a 
fault, Group C load shedding does not clear the undervoltage condition.  Group B loads are then 
shed, as indicated by load relay blocks turning green, with timing according to the blue time-
undervoltage curves shown in Figure 2.  Typically, shedding of the Group B loads is completed by 
~1.0 s post-fault. 

Figure 5(a).  Shedding Groups B and C has not cleared the undervoltage.  At this point, all of the line 
relays on FDR_1 open, causing the system to retreat to within the boundaries of a few òcore 
microgridsó centered around GFM IBRs, as indicated by the dashed green lines.  (Note that if there 
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were Group A loads outside of these òcore microgridó boundaries, those Group A loads would lose 
power at this point.)  The line relays typically open by about 1.5 s post-fault2. 

Figure 5(b):  system reassembly begins.  The border of each òcore microgridó includes a line relay that 
now detects in-range voltage on one side only.  Those breakers are allowed to reclose after a time 
delay, and the energized-system boundaries (green dashed lines) expand.  The reclose time delay is 

treclose = tfixed + trand + ttagged (1) 

ttagged = tinc × k (2) 

 

where treclose is the reclose delay applied for in-range voltage on one side only, tfixed is a fixed delay 
(typically 2-5 seconds), trand is a random time element similar to that described above for the load relays, 
ttagged is a òtagged timeó, tinc is a pre-selected timing increment that is much shorter than tfixed (in this 
work, ttagged = 300 ms), and k is a òtagó used to determine the òtagged timeó.  The tag and tagged time 
are explained below in Section 4. 

Figure 6(a):  self-assembly continues.  The next set of line relays that detect good voltage on one side 
only are allowed to reclose after a time delay, and the energized-system boundaries expand again.  Note 
that there is now a line relay at the center of FDR_1 that detects in-range voltage on both sides.  That 
line relay will thus reclose on sync check (IEEE function 25 [21]).  Note also that toward the top of 
FDR_1, there are two adjacent line relays that are on the boundaries of adjacent energized systems.  
Each of these line relays detects in-range voltage on one side only, but it is imperative that they not 
be allowed to reclose at the same time, or else an asynchronous connection of the two energized 
islands is likely.  In SHAZAM, the random and tagged timing elements in Equations (1) and (2) 
provide this temporal separation between the line relays, as is discussed further in Section 4. 

Figure 6(b):  self-assembly continues.  The line relays that were on the boundaries between adjacent 
microgrids have closed.  However, the line relay on the faulted lateral has also reclosed onto the fault.  
That line relay sees a voltage collapse immediately after its closure, accompanied by high current.  The 
UVOC function becomes active. 

Figure 7(a):  about 250-300 ms after Figure 6(b), UVOC opens and locks out the line relay on the 
faulted lateral.  This isolates the fault. 

Figure 7(b):  self-assembly continues.  The last line relays on FDR_1 reclose. 

Figure 8(a):  the load relays on FDR_1 detect in-range voltage and begin to reclose, in load-priority 
order with Group B being energized first and Group C later.  In this case, the faulted lateral did not 
contain any GFM IBRs, so all of the loads on FDR_1 can be served.  If this were not the case, then 
the frequency would begin to droop as load is picked up according to Figure 1, and if the frequency 
becomes too low, relays on some of the Group C loads do not reclose, preventing an overload.   

Figure 8(b):  final system state.  Eventually the MBR at the head end of FDR_1 recloses, and the grid-
following (GFL) assets on FDR_1 restart.  The system returns to steady state.  The time between 
Figure 3(b) and Figure 8(b) is typically on the order of 15 to 20 seconds in this system. 

 

 
2 Utility advisors to this project indicated that a maximum definite fault clearing time of 2 s is desirable, so this was used 
as an upper limit on the SHAZAM timing. 
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(a) 

 

(b) 

Figure 3.  SHAZAM FLISR example, part 1.  (a) Initial steady state operation.  (b) A fault occurs on 
FDR_1. 

 
(a) 

 
(b) 

Figure 4.  SHAZAM FLISR example, part 2.  UVLS.  (a) Group C loads are shed.  (b) Group B loads 
are shed. 
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(a) 

 
(b) 

Figure 5.  SHAZAM FLISR example, part 3.  (a) UVLS has not resolved the undervoltage, so all line 
relays open.  The system retreats back to a set of ñcore microgridsò centered on each GFM IBR, 

as shown by the green dashed boundaries.  (b) First step in reassembly.  Line relays begin 
reclosing on one-sided voltage. 

 

 

 

(a) 
 

(b) 

Figure 6.  SHAZAM FLISR example, part 4.  (a) Self-assembly continues.  The microgrid 
boundaries continue to expand.  (b) The line relay in the center of FDR_1 detects in-range voltage 

on both sides, and thus closes on sync check.  Similarly, the two line relays in the purple 
boundary near the top of FDR_1 are time-separated; one closes first and then the other closes on 
sync check.  Also, note that a line relay has reclosed onto the fault.  Thus, that line relay detects a 

voltage collapse and high current immediately after its closure.  UVOC is activated. 
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(a) 

 
(b) 

Figure 7.  SHAZAM FLISR example, part 5.  (a)  UVOC re-opens and locks out the breaker that 
closed onto the fault.  The fault is now isolated.  (b)  The last of the line relays on FDR_1 recloses. 

 
 

 
(a) 

 
(b) 

Figure 8.  SHAZAM FLISR example, part 6.  (a) Load relays see in-range voltage and begin to 
reclose according to their load Group, with Group C being picked up last.  The frequency drops as 
loads come online, and if the frequency drops below a loadôs underfrequency limit it will not close 

its load relay.  (b) Final system state.  The fault is isolated, the two feeders are rejoined into one 
microgrid, and all loads outside of the faulted zone are being served. 

 
 

3.2. Demonstrations 

This section provides results from demonstrations of the SHAZAM self-assembly concept using a 

model of the IEEE 13-bus distribution test circuit shown in Figure 9.  Table 1 shows the tagged 

timer values3 for each of the line relays, and Table 2 shows the Load Group assignment for each of 
the loads. 

 
3 Tagged timers are discussed in Section 4.2. 
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Figure 9.  One-line diagram of the IEEE 13-bus system, operating off-grid, with three grid-forming 
IBRs (in green at the right). 

 
Table 1. Tag values used in each line relay. 

Line Relay  R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 

Tag Value  1 1 0 0 1 1 1 1 0 0 

 
Table 2. Load group assignments. 

Load 

number 
632 675 680 671_2 692 611 652 645 646 671 634 671LL 

Load 

Group 
A B C A B C A B C A B C 

                                                    

3.2.1. Results using manufacturer-specific inverter models 

This section includes SHAZAM self-assembly demonstrations when the 13-bus model is energized 
by three grid-forming IBRs represented using a manufacturer-specific, code-based PSCAD model.  
These inverters are each rated at 3.95 MVA. 

 












































































































































































