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Figure 1: Process for achieving cyber security of PV systems. 

 
The PV cyber security roadmap is presented in Table 1. The roadmap adopts the vision, barriers, 
and strategies for achieving energy delivery systems cyber security developed by the Energy 
Sector Control Systems Working Group in the Roadmap to Achieve Energy Delivery System 
Cybersecurity. However, in this document, we build a pathway to improve PV cyber security by 
means of four activity categories: stakeholder engagement, research and development, standards 
and guideline development, and best practices for DER vendors, aggregators, and grid operators. 
For each activity, efforts are categorized into three strategic areas: (a) identifying and protecting 
systems, (b) detecting intrusions, and (c) responding and recovering from the cyber attack. 
Milestones for 0-2 years and 3-5 years are also provided for each of these areas along with end 
goals. It is essential all stakeholders participate in this process to ensure cyber security for PV 
control networks because relatively minor mistakes can lead to drastic consequences to the power 
system. Deployment of secure PV communication systems with modern R&D capabilities requires 
DER vendors, aggregators, and grid operators invest in these areas and work together with 
regulatory and government agencies. This approach gives the US power system the greatest chance 
of resisting cyber attacks. Measuring progress toward this goal can be difficult as there are often 
few quantifiable metrics for security and resilience, but the result of inaction would be an ad hoc 
patchwork of non-standardized DER communications systems. This roadmap provides a common 
set of recommendations for stakeholders to prioritize technical and organizational actions to meet 
the milestones and reach the goals.  
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systems through secure communications, resilient design, and intrusion detection and response, as 
seen in Figure 2 below. 

 
Figure 2: Currently funded DOE CEDS projects by research area. 

 
 
2.3.2 DHS Cyber R&D 

The FY18 budget request for DHS provides approximately $3.28 billion to address cyber threats, 
although this budget spans broader cybersecurity efforts in addition to those relating to energy. 
Energy-related activities appear to take place mainly within the Cyber Security Division (CSD), 
which develops next-generation cybersecurity capabilities.35 Research spans a range of areas, 
including linking the oil and gas industry to improve cybersecurity and trustworthy cyber 
infrastructure for the power grid. DHS released a 5-year broad agency announcement in February 
2017, which includes technical topic areas that may be relevant to cybersecurity for energy 
applications, such as cyber for critical infrastructure, cyber physical systems, and transition to 
practice.36 
 

                                                 
 
35 DHS, CSD Projects, accessed 11-28-2017, URL: https://www.dhs.gov/science-and-technology/csd-projects 
36 DHS, Cyber Security Division 5-Year Broad Agency Announcement (BAA) HSHQDC-17-R-B0002, 3 Feb 2017. 
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recommendations include both cyber security as well as resiliency because perfect security is 
unattainable and therefore monitoring, response, recovery, and restoration must be included in the 
suite of cyber security capabilities. By blending system protection with advanced detection and 
remediation, the ICS system security posture can be hardened. Since PV communication systems 
represent one form of an ICS control system, many of these R&D topic areas are applicable to PV 
systems, as discussed in further detail in Section 4.   
 
  
















































































