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TECHNOLOGY OVERVIEW DER CYBER SECURITY

DEMONSTRATION WITH POWER HARDWARE-IN-THE-LOOP

Developing a standardized information model for exchange 

between the utility, control systems, and field devices enables 

3rd party DERMS integration.

This project is creating open-source components for a commercial platform

to addresses the spectrum of distribution circuit and DER management,

including: state estimation, voltage regulation, protection, economic

optimization, communications and cybersecurity. This solution will safely

allow PV penetrations of 50% or greater by providing real-time visibility into

distribution circuits and optimizing the active and reactive power (P/Q) DER

settings to meet voltage regulation, protection and economic objectives in

the presence of forecast uncertainty.

Programmable Distribution Resource Open Management Optimization System (ProDROMOS) 

Communication and Protocol Security
• Define requirements and draft language for data-

in-transit security rules.

• Lead: TBD

• Authentication

• Encryption requirements

• Acceptable transport protocols

SunSpec/Sandia DER Cybersecurity Workgroup 

DER/Server Data and Communication Security
• Define standardized procedure for DER and server 

vulnerabilities assessments.

• Leads: Cedric Carter (Sandia) and Danish Saleem (NREL)

• Known equipment vulnerabilities 

• Establish certification and auditing procedures (e.g., UL 2900, 

IEC 62351 Parts 3 and 4)

• Maintaining compliance, requirements for patching

Access Controls
• Classify data types, associated ownership, and 

permissions. Define set of protection 

mechanisms. 

• Lead: TBD

• Access control lists

• Password control

• Data privacy

Secure Network Architecture
• Create DER control network topology requirements and 

interface rules.

• Lead: Candace Suh-Lee (EPRI)

• Segmentation

• Perimeter control

• Physical security

Started

Started

Team Partners: SunSpec Alliance, Georgia Institute of Technology, SunPower, 

BPL Global, National Grid, Public Service Company of New Mexico

1. Distribution System Distributed Quasi-Dynamic State

Estimator (DS-DQSE) ingests feeder telemetry, DER

and customer data, and generates the voltage profile

and power flow estimation.

2. The Estimation-Based Protection (EBP) scheme

detects faults and protects the system by isolating the

faulted section of the distribution circuit by

recloser/breaker/switching operations.

3. The forecasting component provides short-term (e.g.,

10 minute) forecasts of PV power output and load using

recent system states and statistical irradiance modeling

in conjunction with PV performance models.

4. A dispatch optimization engine determines the

necessary active and reactive (P/Q) power settings for

groups of DERs to maintain voltage and distribution

protection systems for the next time period (~1-5

minutes) considering the economic impact of

curtailment and non-unity power factor operations.

5. The communications system uses the SCADA and

DER control network to update DER operations and get

new data from the power system.

(Prodromos is Greek for "forerunner" and the prodromoi were a light cavalry army unit in ancient Greece used for scouting missions.)
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➢ Provide real-time feeder visibility/visualization

➢ Operate DERs to keep feeder voltages within 

ANSI C84.1-2006 limits 

➢ Maintain protection with high penetrations of DER 

on distribution circuits

➢ Minimize economic costs using multi-objective 

optimization

➢ Create information exchange recommendations

➢ Generate cyber security recommended practices

Georgia Tech and Sandia technologies will be released as open-source code or algorithms and incorporated into a

commercial software product developed by BPL Global. The core technologies being developed are:
1. Distribution System Distributed Quasi-Dynamic State Estimator 

• Generates the voltage profile and power flow estimation with 

scalable solution from feeder telemetry

• Operates on partitioned distribution system with solutions at up 

to 60 times/second

2. Estimation-Based Protection

• Detects faults and protects the system by 

isolating the faulted section of circuit 

• Signals reclosers, breakers, or other switching 

operations

• Operates extremely fast after collecting state-

estimation results (typically below 1 ms)

3. Persistence forecasting

• Uses historical data and clear sky index to 

generate PV power forecast

• 1-15-sec time-step with a 10-min horizon 

• Forecast uncertainty characterized by 

historical record to be used in the optimization

4. Robust optimization taking into account forecast 

uncertainty

• Construct an uncertainty set Ω for the DER power 

injections

• Define DER power injections in terms of 𝑢𝑡

• The SunSpec/Sandia DER Cyber Security Working Group was 

initiated as part of this project and has already gathered 

hundreds of stakeholders to discuss DER cyber security. 

• The workgroup covers security for DER devices, gateways, and 

other networking equipment, owned or operated by end users, 

aggregators, utilities, and grid operators.

• Primary Goal: Generate a collection of best practices that 

act as basis for a national or international DER cyber 

security standard.

• Secondary Goal: facilitate DER cyber security discussions 

between stakeholders to exchange perspectives and (hopefully) 

gain broad buy-in from the industry for the recommendations. 

https://sunspec.org/sunspec-cybersecurity-workgroup/
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𝑡 : range of uncertainty

𝛿𝑡: Budget of uncertainty set
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The ProDROMOS system will be demonstrated using a power hardware-in-the-loop system

(PHIL) at the Distributed Energy Technologies Laboratory (DETL) at Sandia and in a field

demonstration on a National Grid feeder with a utility-scale PV installation.

100 Microinverter installation at DETL. The active 

and reactive power of each of the devices can be 

changed to provide voltage regulation and 

protection on the simulated power system. 

Example utility feeder models augmented with 

additional PV systems for high PV penetration 

simulations with the ProDROMOS system. PHIL power and information flows with the ProDROMOS system controlling real and simulated DER. 

Sandia National Laboratories is a multi-mission laboratory managed and 

operated by National Technology and Engineering Solutions of Sandia, 

LLC., a wholly owned subsidiary of Honeywell International, Inc., for the 

U.S. Department of Energy's National Nuclear Security Administration 

under contract DE-NA-0003525. 
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