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Increasing solar penetrations using communications
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Grid operators need the ability to remotely adjust
PV grid-support functions to unlock the full
potential of distributed energy resources (DER)

Interconnection standards (e.g., CA Rule 21, IEEE
1547) are being updated to require DER
communications
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Adding DER communication requirements
introduces new cyber security risks

These risks can be mitigated using a multi-
pronged approach:
Stakeholder/industry outreach and education
Cyber security standards and guidelines
Research and development

Project goal: Find optimal network architecture
by quantifying tradeoffs between cyber security
and communication latency/power system
performance

Phase 1: compare power system performance by

varying communication latency, dropout, and
availability metrics.

Phase 2: compare cyber security architectures by
studying their effect on communication and
cyber security metrics.
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J. Johnson, “Roadmap for Photovoltaic Cyber Security,” Sandia Technical Report, SAND2017-13262, Dec 2017.
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DER network parameters vs grid performance

*  Changing network topology/security
features changes communication speed
and power system behavior

*  Multiple communications-enabled DER
control approaches were simulated:

Synthetic inertia

Communication enabled fast acting
imbalance reserve

Communication enabled frequency
droop

Hierarchical control of volt-var (VV)
function

*  Power system metrics determined for
each control case varying DER availability
and communication latency.
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Hierarchical VV control found to be tolerant of communication delays up to 20 s [1-2].
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Communications Enabled — Fast Acting
Imbalance Reserve (CE-FAIR) delays
caused lower frequency nadirs [3].

60

59.94

System Frequency [Hz)

|- --No solar - --No control‘

59.98 1

59.96

0

Time Outside ANSI (min)

9%

75%

50%

vailability

25% <€

1%

Communications Enabled Synthetic Inertia
Controller transient response with different

DER availabilities [4].
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Tying cyber security design to grid performance

DER control network architectures are SCEPTRE outputs:

emulated in the SCEPTRE - Cyber security metrics
(o - Communication parameters
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SCEPTRE: a live, virtualized power system and
control network co-simulation platform

Multiple DER network architectures will be simulated to determine:
1.  Cyber security resilience

2. Communication latency, dropout, and availability

3.  Power system performance metrics (voltage, nadir, etc.)
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