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Red Team: Where can | convert access into control?

Remote access enables control escalation

CLASS CLASS 3 CLASS 4
R L ﬁ;g ED | REMOTE CONTROL OF sﬁg’:&{g :g;i;ﬁ%ll 3; g;;% REMOTE CONTROL OF
n ) A . I -
. COMMANDS (| NON-SAFETYSYSTEMS | SICNIFICANTAND IMPOR RELATED SAFETY SYSTEMS

WHAT IT s
MEANS h— I =5

Observe operational data and Execute predefined, allow listed Interactively control systems that I Interactively control systems that Interactively '-'-Ontm'. systems

system status. No commands commands to perform specific, are not safety significant and not are safety significant and that are part of or dll'e'_f-ﬂv

are sent to the environment. limited actions. important to safety. I important to safety. :elateglt5°|safetv f““;-'t"’"s

I e.g., ogic, trips).

Nty | et Nofisansw orcrbipuen || B emteyamitan: || SRR ot kol st )

Configusation changme: changes outside the allow list. SRiMpartaio safety systsms or trip functions). and purpose-limited.
ARCHITECTURAL Read-only visibility. Command allow listing, validation, Session mediation, activity I Strong authentication, session Maximum assurance: just-in-time
FOCUS Strict data one-way flow and constrained execution logging, least functionality, I recording, operator approval, access, dual authorization,

into the organization. paths. network segmentation. change controls. continuous monitoring.

= = = £ ‘I i =

INBOUND PATH Q E —)
EXAMPLE — & O -+ & _ I g = O - @

Data diode / one-way gateway Secure gateway with command Mediated remote Highly controlled gateway High-assurance, just-in-time

or read-only replication allow list enforcement gateway |I with operator verification access with dual authorization
QVERSIGHT | Low I) LOW-MEDIUM MEDIUM ‘I HIGH HIGHEST
LEVEL Observe Only Fﬂ] Constrained Commands Controlled Access I Restricted & Monitored Critical Control

= A - N
—_— _— —_— L L —_— — —_— L L L — —_— - ’
LOW INFLUENCE INCREASING INFLUENCE HIGHEST INFLUENCE
Observe Only Influence via Command and Control Direct Control of Safety Functions

As the potential impact increases, so do the architectural controls, session governance, and
oversight requirements.
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Red Team: What Does Class 2 Architecture Look Like? R
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Red Team: What Does Class 3 Architecture Look Like?
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Red Team: How do | move through the Architecture?
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1. The architecture is a sequence of control decisions rather
than a single barrier. Each layer evaluates and password
forward only what meets defined criteria creating a path
rather than a wall.

forward.

. Trust is established at access and propagated through
downstream controls. Systems rely on prior validation of
identity, device, and role, so approved trust carries

and enforce allowable behavior. This reduces risk but also
creates predictable operating space to work within.
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@ DEFENSIVE FOCUS — HOW WE STRENGTHEN THE PIPELINE
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1. Continuously validate trust across layers, not just at
the point of entry. Reassess identity, device
posture, and behavior throughout the pipeline to
detect drift or misuse (maloperations).

2.

Evaluate commands and actions in context rather
than just for correctness or compliance. Consider
operational impact, asset criticality, and system
state before allowing execution.

G

Incorporate cumulative, cross-system, and time-
based effects into monitoring controls. Detect
patterns and sequences that are invisible when
analyzing individual events in isolation.

2
3. Constraints (RBAC, allow-lists, technical controls) define



Red Team: How do | manipulate the defender’s view?
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perspective comparison 3
Sees red and blue simultaneously, compares perspectives, and measures detection gaps without distorting reality.

goal is to make recorded history incomplete or
misleading.
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Sensors represent observabile collection points across security levels 0-4.

interpret data.
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