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Problem Statement L@J

O

e Can Wireless Technologies be relied upon for Important To Safety
Systems?

* Two Example Use Cases
1. Ultrasonic Gas Monitors (Wolf Creek NPP) — consider as an aid for
operational decision making without the alternative method (void factor
calculation).
2. Special Tooling — Fuel Handling Robots (X-Energy) — wireless providing
command and control functions for radiological safety — not a Nuclear
Safety Function — but having other safety impacts.
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Research Objectives L@ )

* M3: Methodology and Security Impact Analysis template for
performing Security Impact Analysis for wireless monitoring for Safety
Related Systems, Structures, and Components.

* M3: Evaluation of Cybersecurity for Wireless Fuel Handling Systems in
High Temperature Gas Reactors (HTGR)
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I. Why is wireless needed?
* Ultrasonic Gas Monitoring (UGM)

e Past Efforts

Il. Research goal:
* Determine if wireless UGM devices could be used as a Critical

Digital Assets (CDA)

lll. The process
* Risk-based conceptual defensive model
* Aligns with Nuclear Regulatory Commission’s (NRC) guidance

* Uses EPRI Technical Assessment Methodology (TAM), Rev. 2
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Wireless Void Monitoring at Wolf Creek (1/2) o5,
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Problem Statement (%
« 170 piping locations through the Aux and Containment Buildings are
required to be monitored for gaseous voids on a quarterly basis

« 27 long term scaffolds erected in the Aux to support monitoring
« 206 locations in Containment accessed via 24 ft ladder

« ~200 climbs per year
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Wireless Void Monitoring at Wolf Creek (2/2) gt
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Solution

* Current scope focused on 50 locations to eliminate long
term scaffolds and containment entries

* Completed evaluation and classified as Non-CDA

* Site leadership has a desire to find potential solution to be
able to utilize wireless technology for safety-related
applications

* Partnership with Sandia National Lab
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Past Wireless Research Efforts

Leverages System Lifecycle Process

O

Literature Search of 27 Standards,
Consensus Guides, Regulatory

Process Planning
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Documents, and Best Practices to
define cybersecurity specific

!

Requirements Specification

requirements saND2025-01576C /
NEI 08-09 [Rev. 6]

A 4

- LBLs

Selection of Pre-Developed Items

Development of a Conceptual
\ Defensive Model sanp2025-01580c

- Defensive Strategies

- Test Strategy (V&V)
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System Specification

Wolf Creek Design EC
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Detailed Design & Implementation
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System Integration

System

NEI 08-09 [Rev. 7]

A\ 4

Validation

System Installation

Performed by Wolf Creek

FY25/26 Testing

-  CARBON
- Wolf Creek NPP
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Cybersecurity-by-Design Wireless Technologies Framework Con%o
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Cybersecurity-by-Design Wireless Technologies Framework Con
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— Logical Boundary Layers (LBLs)

LBL Ill = Application
Security

. Network Layer
Security
LBL | - Link Security
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Defense in Depth Strategy

oSl Layer

Highest

LBL Il = Application
Security

LBL Il = Network
Security

LBL I = Link Security

Security Level

1 Avasnnt
'hU"CQl

Req - Requirement
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Assumption - All 3 defensive strategies must be implemented to ensure defense-in-depth.
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Start with NRC TLR Section 5 (p. 21

R USNRC

United States Nuclear Regula

TECHNICAL LETTER REPORT
U

Commission R-RES-DE-2024-005

Protecting People and the Envivonment

Analyzing the Impact of Using Wireless
Technologies for Monitoring Safety-
Related Critical Digital Assets

February 2024

Division of Engineering

Office of Nuclear Regulatory Research
U.S. Nuclear Regulatory Commission
Washington, DC 20555-0001

E. Martinez Rodriguez, E. Lee, M. Fernandez, T. Marshall
U.S. Nuclear Regulatory Commission

A. Konkal, B. Barro
Qasis Systems, LLC

Understand which
elements require
documentation review
or V&YV testing.
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CRITERIA OR ELEMENTS OF A SECURITY IMPACT ANALYSIS

a The expected 3z inztalied baseline confi i fudir for cach type of device, such 32 the use of

ircle ired g 2, 1outers, snd firewallz of other boundary devicez. Thiz information iz uzeful to determing the attack
b The sequizition of ls

1
[urices; vl w2 th iling 2uch devi y vp
d pathwoy, including:

3 of nodez in the whether ol potential vectors nd pathwavs of sttack have been identificd.
b Characterization of the wircless aszet ald network to dnmmm whether the, Imn_ec l:. <onzidered all the potential attack vectors

and pitharays,not izt the

f the witclesz tron

snd recaiving

d activity of the wireless devices. i i
or l:an.mlmg al mo« lr-:q-mw mteml' are zighs ol whnom»l actmt; cmge, in uccmr zignal .mng«h of an increass in noize
ame of th
&)

at higher or

that could help <haracteriae thel

bi Knowledge of e op

'RF

dbyth

i spectrums the device »:apablc of
e, Any RF zignalz detected outzide the normal operating

.pc:tmm maybean mdmmn oi unml..nnaz.sd ,mm-g o: atlemgt; te establizh back channels into the wirelesz network, The RF

the tranzmitters snd.

0

Charscterisies hom the witlezs tronsmiter »d reccher e by o patem. Knowledge sbout the characteistics ud capabil

or procezzes can be taken to mitigate 3 cyber thrsat.

of

uch 3 the tranzmitter power range
or the recciner sencitvity (i, the
by reccivar to decods an incoming trans

the average and mls amount of RF encrgy per uml pwtr mitted Dy the tranzmit antennd)
um zignsl ztrength, Signsl to Noize Ristio, of Signal-ta-Noize- And-Interference Ratis requited
sion). The trananit power may indicte snd affets the stea conated by o wireless

omming. Information

tanzmittar, 50 proper

jammed by electronic means by trgeting s |=mm»g be:m at the receiver uzing 3 pwl»cular known operating mqm:y that the receiver|

quired all CDAS 32 part of the CSPz, Unuzed of inzecure
protocels mustbe iti
biv  Extersl pl [y 2 [ ing witclazz data Further than iz
neceszary lon.pumh- function. Witeless <an someti beyond ded
the data and an ption of informati hork W
network. The pl it and dircetionality of radiatis 3ls0 goes to zupparting the requis ing any EMI
] Allinputtoutpat (VO] i . Thiz inf iz part of the bazeling configurstion and it iz needed
i potential attack pathuray: d
4 Fi ionz nd methods For updating. D i tevizions iz 3 bazeli | requirement. Documenting the
h updating Id factor into porabl Inatabili quality 3
and zupply chain requirements,
A D pabi otbar th 4l the attach i e wsd o sher the
function of . Thiz
Methods or i d to manaqe the individual devie s
Over-the-sic ina (0T AP-A capabili llows 3 device of derices to itis
i ing (T AR)-A capability i data zignal encryption k updated information zyzt
he ki A ’ oo o
[ The data flows between d d pathways, igital azzsts that may
influence cither connection.
g The wirclazs topology (5.9, star, point-to-point, mech, ad hoc, stc) wirslez data flow and whether all potential
alh(l\ rors ted with cach tpe of pology have been considered. For example, the techniques required to monitor
i that of 3 2tar of p
L] i P g¢ at the highest cap zatting for i Heat
maps) to i he Thiz s i for ro tionz and to hnow th
extent of the zignsl range that haz to be conzidered an adverzary’s abil network teaffic remotcly.
i Equipment requited to scan for rogue wirclees devices, This i i ",~ ficctively monitor the wirelesz

network in sl potentisl modes of the ds

t RF

bondy zimultancouly. The monitoring ¢qui

ample, have: the capabil P n
ot ,Inw\dben able olde!«!-n all mdcﬁo{ cration whether they are confiqured

SAND2026-20223PE

12



CEDR

Wireless Security Impact Analysis Process PP,

the Systemand
.y ".‘ Its Functions

S (/ u J
Understanding

Step 7 \ . 4 Step 2:
[ Verification & \ [ . ) \
i1 Validation (V&V) || DesignAnalysis |}

Cybersecurity " and N .
Testing / Decomposition

Wolf Creek Design

Engineering Change
- Requirements
- Analysis (as a non-CDA)

Testing and
Evaluation
- M ocC k U p (S N L) ."/Step 6: Mitigative l“"‘ J-“"' Step 3: Map ‘

. | Controls | ; Defensive |
- On Site (WC) Strategies (DS)

[ Step 5: Attack "v.‘ J( Step 4: Map ""‘.
| Surface ] (1 Logical Boundary
\  Characterization ‘u,‘ Layers (LBLs) /

Wolf Creek System

O - Realization SAND2026-20223PE
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Example: Design Evaluation and Testing Process s,

Attack Surface Characterization:

* I|dentify areas where the attack
surface is exposed or DiD is shallow
and involves the prioritization of
testing of these areas (e.g., LBL |,
Requirement RF Propagation Zone)

Determine Mitigative Controls:

* Need access control and detection of
attempts to access system at LBL I

* Need fortification of connection
requests to the network

Control for LBL | Req RF Propagation \@
Zone is containment and Aux building
structures. ;
Structures are anechoic chambers

when closed.

Potential for malicious access when

open (i.e., during refueling outage)

Mitigative controls include
detection or prevention of

— connection attempts and

fortification of connection
requests.
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Types of Attacks Evaluated

l.  Direct Attacks

e Media Access Control (MAC) Spoofing
o  Unauthorized Wireless Access Point (NRCTLR Section 5.2.a)
o  Rogue Device Test (NRCTLR Section 5.2.i)

*  Disruption of the Wireless Transmission Pathway
o  RFJamming (NRCTLR Section 5.2.b.i, 5.2.b.ii)

*  Denial of Service (DoS)
o  DoS Resilience (NRCTLR Section 5.2.f)

*  Man-in-The-Middle (MiTM)
o Join Replay (NRCTLR Section 5.2.b.iii)
o  Replay Attack (NRC TLR Section 5.2.b.ii)

Il.  Indirect Attacks (neither prioritized nor performed)
*  Data Exfiltration
e EBvil Twin

15
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Results & Challenges L@J
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 UTGM design and realization can be used as an aid for operational
decision making

* Key bases

* Timeliness of data from UTGM can have high latency — every 90 day surveillance
requirement

e Operational Decisions are only made once the size and shape of the void is
confirmed by measurements made by personnel using different equipment

* Insider Threat Mitigation and RF Propagation Zone (anechoic chamber) credited
e Additional Recommended Controls implemented and sustained

* NEI 13-10 Rev 7prohibits wireless CDAs from being classified as indirect
CDAs

* Restriction may result in additional costs and resources to assess, implement and
sustain full set of controls, regardless of its consequence.
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Questions

O SAND2026-20223PE



