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Problem Statement

• Can Wireless Technologies be relied upon for Important To Safety 
Systems?

• Two Example Use Cases
1. Ultrasonic Gas Monitors (Wolf Creek NPP) – consider as an aid for 

operational decision making without the alternative method (void factor 
calculation). 

2. Special Tooling – Fuel Handling Robots (X-Energy) – wireless providing 
command and control functions for radiological safety – not a Nuclear 
Safety Function – but having other safety impacts. 
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Research Objectives

• M3: Methodology and Security Impact Analysis template for 
performing Security Impact Analysis for wireless monitoring for Safety 
Related Systems, Structures, and Components.

• M3: Evaluation of Cybersecurity for Wireless Fuel Handling Systems in 
High Temperature Gas Reactors (HTGR)
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Wolf Creek Effort

I. Why is wireless needed? 
• Ultrasonic Gas Monitoring (UGM)
• Past Efforts

II. Research goal:
• Determine if wireless UGM devices could be used as a Critical 

Digital Assets (CDA)

III. The process
• Risk-based conceptual defensive model 
• Aligns with Nuclear Regulatory Commission’s (NRC) guidance  
• Uses EPRI  Technical Assessment Methodology (TAM), Rev. 2

IV. Results SAND2026-20223PE



Wireless Void Monitoring at Wolf Creek (1/2)

Problem Statement
• 170 piping locations through the Aux and Containment Buildings are 

required to be monitored for gaseous voids on a quarterly basis 

• 27 long term scaffolds erected in the Aux to support monitoring 

• 26 locations in Containment accessed via 24 ft ladder 

• ~200 climbs per year 
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Wireless Void Monitoring at Wolf Creek (2/2)

Solution
• Current scope focused on 50 locations to eliminate long 

term scaffolds and containment entries
• Completed evaluation and classified as Non-CDA
• Site leadership has a desire to find potential solution to be 

able to utilize wireless technology for safety-related 
applications

• Partnership with Sandia National Lab
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Past Wireless Research Efforts

Literature Search of 27 Standards, 
Consensus Guides, Regulatory 
Documents, and Best Practices to 
define cybersecurity specific 
requirements SAND2025-01576C

Development of a Conceptual 
Defensive Model SAND2025-01580C

- Defensive Strategies
- LBLs
- Test Strategy (V&V)

FY25/26 Testing

- CARBON
- Wolf Creek NPP

Wolf Creek Design EC

NEI 08-09 [Rev. 7]

NRC TLR SIA

Leverages System Lifecycle Process

Process Planning

Requirements Specification

System Specification

Detailed Design & Implementation

System Integration

Selection of Pre-Developed Items

System Installation

System 
Validation

Performed by Wolf Creek

NEI 08-09 [Rev. 6]
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Cybersecurity-by-Design Wireless Technologies Framework Concepts 
– Defensive Strategies (DS)
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Cybersecurity-by-Design Wireless Technologies Framework Concepts 
– Logical Boundary Layers (LBLs)
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Defense in Depth Strategy
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ISO/IEC/IEEE 29119-2 Test Planning Process Alignment
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Start with NRC TLR Section 5 (p. 21)

Understand which 
elements require 
documentation review 
or V&V testing.
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Wireless Security Impact Analysis Process
Step 1: 

Understanding 
the System and 

Its Functions

Step 2: 

Design Analysis 
and 

Decomposition

Step 3: Map 
Defensive 

Strategies (DS)

Step 4: Map 
Logical Boundary 

Layers (LBLs)

Step 5: Attack 
Surface 

Characterization

Step 6: Mitigative 
Controls

Step 7: 
Verification & 

Validation (V&V) 
Cybersecurity 

Testing

Security Impact Analysis

Wolf Creek Design 
Engineering Change
- Requirements
- Analysis (as a non-CDA)

Wolf Creek System
- Realization

Testing and 
Evaluation
- Mock Up (SNL)
- On Site (WC)
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Example: Design Evaluation and Testing Process 
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Attack Surface Characterization:
• Identify areas where the attack 

surface is exposed or DiD is shallow 
and involves the prioritization of 
testing of these areas (e.g., LBL I, 
Requirement RF Propagation Zone)

Control for LBL I Req RF Propagation 
Zone is containment and Aux building 
structures. 
Structures are anechoic chambers 
when closed.
Potential for malicious access when 
open (i.e., during refueling outage)

Determine Mitigative Controls: 
• Need access control and detection of 

attempts to access system at LBL II
• Need fortification of connection 

requests to the network

Mitigative controls include 
detection or prevention of 
connection attempts and 
fortification of connection 
requests.

Develop active and passive test plans to collect evidence-based artifacts that 
confirm:
• Access to LBL I is not possible when equipment and personnel hatches are 

closed
• Access to LBL I is possible when the hatches are open
• Correct protection of mitigative controls at LBL II and LBL III (detection of 

access attempts, fortification, etc.)
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Types of Attacks Evaluated

I. Direct Attacks
• Media Access Control (MAC) Spoofing

o Unauthorized Wireless Access Point (NRC TLR Section 5.2.a)
o Rogue Device Test (NRC TLR Section 5.2.i)

• Disruption of the Wireless Transmission Pathway
o RF Jamming (NRC TLR Section 5.2.b.i, 5.2.b.ii)

• Denial of Service (DoS)
o DoS Resilience (NRC TLR Section 5.2.f)

• Man-in-The-Middle (MiTM)
o Join Replay (NRC TLR Section 5.2.b.iii)
o Replay Attack (NRC TLR Section 5.2.b.ii)

II. Indirect Attacks (neither prioritized nor performed)
• Data Exfiltration
• Evil Twin 
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Results & Challenges
• UTGM design and realization can be used as an aid for operational 

decision making 
• Key bases

• Timeliness of data from UTGM can have high latency – every 90 day surveillance 
requirement 

• Operational Decisions are only made once the size and shape of the void is 
confirmed by measurements made by personnel using different equipment

• Insider Threat Mitigation and RF Propagation Zone (anechoic chamber) credited 
• Additional Recommended Controls implemented and sustained

• NEI 13-10 Rev 7prohibits wireless CDAs from being classified as indirect 
CDAs

• Restriction may result in additional costs and resources to assess, implement and 
sustain full set of controls, regardless of its consequence.
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Questions
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