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Motivation

Cybersecurity risks in nuclear systems are often identified too late in 
the design process, when changes are expensive and options are 
limited. A model-based engineering (MBE) approach that integrates 
digital risk management across the systems engineering lifecycle 
addresses this gap, providing early visibility and enabling coordinated 
design decisions that balance safety, performance, and security.
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Overall MBE Ecosystem
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Requirements Integration
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Engineering Design
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High-Level Piping & Instrumentation Diagram
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High-Level Baseline Architecture
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LLM-Assisted STPA
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LLM-Assisted STPA
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LLM-Assisted STPA

10



LLM-Assisted STPA
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I&C Model
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System Composer
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Simulink
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Power generation system with 4 engines

Individual engine model



Control Logic for the engine control system
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Physical Model
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RELAP5-3D
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Example of UCA Reduction
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Redesigns of the Network 
Architecture



Defensive Cybersecurity Architecture (DCSA)
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High-Level DCSA
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Remote Architecture DCSA
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High-Level Remote Operations DCSA
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Ongoing & Future Work
• Streamline the LLM-based STPA application, including prompts.

• Improve integration with STPA and Simulink model.

• Finalize integration of RELAP and Simulink model.

• Enhance semi-automation of STPA application and design considerations.

• Evaluate enhancements to RELAP component, including agentic workflow.

• Utilize Model Context Protocol (MCP) servers for MBE tool interface with STPA 
application.

• Formalize the interfaces and modularity for reactor-agnostic analysis of 
system design.
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FY26 Conference Papers

• IAEA CyberCon26 (Accepted)
‒ Cybersecurity by design using a model-based engineering ecosystem

• ANS Annual Conference (Accepted)
‒ Evaluating Large Language Models for Semi-Automated Systems Theoretic Process 

Analysis of a Microreactor
‒ Designing a Remote Operations Network Architecture for a Microreactor

• INMM Annual Meeting
‒ Model-Based Engineering for Safety and Security Analysis of a Microreactor
‒ Assessment of Microreactor Control Architecture Leveraging Existing Models 

• ANS Global Conference (Accepted)
‒ Model-Based Engineering: A Process for Integrating Safety and Cybersecurity during 

Design
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Questions
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